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Abstract: Physical layer security (PLS) has been considered as a key technology to fulfill the information
confidentiality request of modern and future communication networks. Therefore, diverse chaos-based wireless
communication (CBWC) systems have been developed as low complexity and cost-effective PLS approaches when
compared with the upper layer secrecy protocols. In particular, chaos-shift-keying (CSK) modulation schemes have
attracted significant research efforts owing to the simple signal generation techniques and enhanced secrecy.
However, the practical implementation of CSK for secure data transmission over realistic CBWC channels still needs
further investigation. In this paper, the application of CSK based on multiple chaotic basis functions is examined
over a band-limited CBWC channel with Rayleigh fading process. Lorenz and Chua chaotic oscillator circuits are
used as basis signal functions for CSK modulation at the transmit side and chaos demodulation/synchronization at
the receiver end. The impact of channel bandwidth and requisites of the front-end receiver is modeled as a low pass
filter process. Performance results show that chaos filtering can greatly affects the physical features of employed
signals at different levels. The achieved results confirmed that inadequate filter bandwidth can remarkably distort
the state-space, signature waveform, and spectral components of CSK signals in disparate extents regardless of high
SNR level. For target error rate and worst-case eavesdropping secrecy, this issue has a direct impact on decreasing
the error security gap of CBWC system compared with the reference CSK schemes based on a single chaotic base
function, even at a high received signal-to-noise ratio. As a feasible solution to mitigate the degradation in system
reliability and secrecy, it is demonstrated that the designed filter bandwidth must include the effective spectral
components of utilized chaotic signals.

Keywords: Chaotic circuits; chaotic communications; CSK; error security gap; physical layer security; wireless
channels

1. Introduction

In the last three decades and owing to the increasing demand for covert wireless services, massive
research efforts and laboratory tests have been conducted on various chaos-based wireless communication
(CBWC) systems for cost-effective secure data transmission [1-6]. The achieved physical layer security (PLS)
in these approaches is typically based on the prominent characteristics of chaotic signals such as the noise-
like spectrum, immunity to interference, and high sensitivity to initial state conditions (ISCs). The latter
feature represents the main PLS advantage of employing chaotic signals rather than other existing
approaches based on artificial noise or jamming signals, which are very susceptible to brute-force attacks
and consumes additional power resource. Besides, it enables effective employment of chaotic secret keys at
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the physical layer with massive key-space to mitigate the eavesdropper's exhaustive search efforts [7-9]. On
the other hand, when compared with the chaos-based PLS techniques, the conventional cryptographic-
based upper layer secrecy (ULS) protocols exhibit much higher complexity and implementation cost due to
vast signal processing necessities associated with high power resource depletion. Moreover, the application
of ULS techniques in covert wireless communications involves huge cryptographic key generation and
associated management tasks at the upper layers leading to undesired transmission link delay [2, 8, 10, 11].

For CBWCs, numerous chaos-shift-keying (CSK) modulation schemes have been designed for coherent
communications to achieve the promised gains in single-user [4-5, 12-16] and multiuser scenarios [2, 17-18].
Furthermore, differential CSK (DCSK) modulation techniques are also investigated for non-coherent
communication systems with reasonable performance loss by exploiting the observed features of received
chaotic signals [1, 19-20]. These methods are either based on multiple chaotic basis functions [2, 19] or single
chaotic system with different bifurcation parameters and/or ISCs [4, 7, 13-18]. However, simple
transmission environments such as additive white Gaussian noise (AWGN) [15-16, 18-20] and static/quasi-
static fading channels [13-14] are considered in the majority of presented works leading to exaggerated
performance results. Therefore, valuable research efforts have considered the application of CSK/DCSK
over more realistic communication channel conditions of Rayleigh fading [4, 12] for covert non-orthogonal
multiple access (NOMA) systems [5, 10] and enhanced with intelligent reflecting surface techniques [1, 11].
Furthermore, composite Rician fading channel scenarios with large-scale path loss have been assumed for
chaos-based secure NOMA systems in [2], [7] and 17]. However, CBWCs over band-limited channel is
shown to introduce critical challenges due to low pass filter (LPF) effects from the considered transmission
environment and receiver front-end requisites to boost the signal-to-noise-ratio (SNR). For instance, point-
to-point CBWC systems based on single chaotic attractor have been investigated in [4, 12] to demonstrate
the achieved performance results over band-limited channel of LPF process. It has been shown that
inadequate filter bandwidth may cause large distortion in the state-space of chaotic attractor dynamics,
alteration in the effective signal bandwidth and amplitude, high synchronisation error in coherent schemes,
and noticeable degradation in error probability [4, 12]. However, the feasibility of generalized CSK based
on multiple chaotic basis functions in band-limited CBWCs has not evaluated yet.

In the literature, different information-theoretic-based metrics have been used for the PLS assessment
like secrecy rate, capacity, throughput, and outage probability [8-9, 11]. However, these metrics are hard to
be measured in practical scenarios of non-Gaussian codes with finite lengths like chaotic codes/sequences.
Therefore, the bit-error-rate (BER) performance has been considered as an important PLS measure for
practical covert communication systems [13-14, 17-20]. It has been typically utilized to demonstrate the error
security gap between legitimate and eavesdropping receivers, where reliable and covert communication
link is achieved for larger BER gap [2, 7, 9-10]. Obviously, the error security gap can be associated with the
secrecy capacity since the eavesdropper cannot extract any information (i.e. perfect secrecy) from the
intercepted message when the BER performance approaches 0.5 [8].

In this paper, the practical feasibility of coherent CSK for point-to-point CBWC over band-limited
Rayleigh fading channel is examined. A LPF model is considered to demonstrate the impact of limited
channel bandwidth and front-end receiver filtering. The main contributions of presented work are
highlighted as follows:

e A generalized CSK scheme with multiple chaotic basis functions, Lorenz chaotic system (LCS)
and double-scroll chaotic system (DSCS), is considered for CBWC rather than the simple case of
single analytical chaotic model in [4] and [12]. The employed signals from LCS and DSCS with
different spectral characteristics and ultra-high key-space are utilized for CSK modulation at the
transmit side and chaos demodulation/synchronization at the receiver end.

e The achieved outcomes reveal that insufficient bandwidth of the overall LPF process is
responsible for destroying the important characteristics of utilized chaotic basis signals in varied
levels. For target error rate and worst-case secrecy of unauthorized receiver with full system
knowledge except the secret key (i.e. ISCs), this problem leads to decrease the error security gap
of CBWC system compared with the reference binary CSK (BCSK) [2, 4] and multi-level CSK
(MCSK) [7, 17] schemes that employ single chaotic function.

e As a feasible solution to mitigate the degradation in system reliability and secrecy, it is
demonstrated that the designed filter bandwidth must include the effective spectral components
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of utilized chaotic signals. This practical approach may lead to extend the state-of the-art for
future covert CBWCs.

2. System Design of CBWC

This A point-to-point (single-user) coherent CSK-based CBWC system over band-limited Rayleigh
fading channel h(t) with additive white Gaussian noise (AWGN) n(t) is considered as shown in Fig. 1. The
adopted basic covert system with chaos-based PLS is used to provide key benchmark performances for
other coherent/non-coherent single-user/multiuser CBWC scenarios that employ CSK signalling of multiple
basis functions. At the transmitter side, equiprobable digital data sequence b(k) is modulated using CSK of
chaotic basis functions from LCS and DSCS units as s(t). The received signal r(t) is filtered at the at the
receiver end using LPF circuit as 74(t), and utilized then for signal demodulation as §(t) with the aid of
channel estimation part and synchronised LCS and DSCS units. The estimated data form demodulated
signal can be found at the receiver output as b(k). Descriptions of the employed LCS, DSCS, and LPF units
in the designed CBWC system are presented below.

.................................................................................................................
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Figure 1. System design of secure CSK-based CBWC over band-limited Rayleigh fading channel
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2.1. LCS Unit

The chaotic behaviour of nonlinear LCS dynamics can be described mathematically by the following
three-dimensional ordinary differential equations [2, 9]:
dv,/dt = a(vy - v,)
dvy/dt =1V, — vy, — UV, (1)
dv,/dt = vyv, —my,
where v, vy, and v, denote the states of LCS with chaotic attractor parameters ¢ = 10, m = 2.66, and
r = 28. The sensitivity of this chaotic system to the utilized ISCs {v,, vy, v,,} is significantly high as
{1078, 10715, 1078} allowing secrecy key-space of order 0(10°) [2].

=R IR

"Figure 2. Schematic diagram of LCS circuit with the generated dynamical states as vy, vy, and v,
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Circuit realization of scaled versions of LCS equations have been implemented using passive
components (resistors) and active devices (operational amplifiers and multipliers) to perform the
linear/nonlinear mathematical operations such as summations, subtractions, integrations, and
multiplications [21-23]. In this research work, a Lorenz oscillator circuit is designed to generate the chaotic
dynamical states of LCS in (1) as shown in Fig. 2. The electronic circuit is implemented using six operational
amplifiers (Op-Amps: U; — Ug), two multipliers (M, M), thirteen resistors (R; — Ry3), three capacitors
(€; — C3), and +15 V biasing voltage source. The generated chaotic voltage signal v, is used to characterize
x.(t) in the considered CBWC system. Table 1 summarizes the passive component values and types of
utilized active devices.

Table 1. Summary of the adopted values and types of the utilized components for LCS circuit

Component Name Value/Type
R, — Ry 10 kQ
Ry Ryo 100 kQ
Ry 1MQ
Ry, 35.7kQ
Ri3 374 kQ
C,—C3 2 uF
Op-Amps: U; — Uy nA741
Multipliers: M;, M, ADG633

2.2. DSCS Unit

For the considered DSCS unit, the chaotic attractor of nonlinear dynamics can be represented through

the following three-dimensional ordinary differential equations [4, 10]:
dvy/dt = [G(v, —v1)/C1] = [f(v1)/C1]
dvy/dt = [G(vy —v2)/C] + [iL/C] ()
di,/dt = —v,/L

where vy, v,, and i are the chaotic states of DSCS using G = 0.7, C; =1/9, C, =1, and L = 1/7. The
nonlinear function f(v;) = myv; + 0.5(m; — my)[|v; + Bp| — |v; — Bp|] can be found based on the
parameters my, = —0.5, m; = —0.8, and Bp = 1. The achieved sensitivity of DSCS to ISCs {v,, v,, i} is
also considerably high as 107¢ for each chaotic state permitting confidentiality key-space of order 0(10*8)
[2].

In the literature, the DSCS can be realized using variants of Chua’s circuit as in [15] and [24]. For the
designed CBWC system, the schematic diagram of implemented DSCS with passive and active electronic
components is shown in Fig. 3. It consists of an inductor L, a resistor R = 1/G, two capacitors (C; and C,),
and an equivalent circuit for the nonlinear function f(v;). The latter is configured from one Op-Amp (U),
two general purpose diodes (D; and D,), seven resistors (R; —R;), and two DC bias voltages
(Veias = £15V). The generated voltage signal v, is used to establish xj(t) in the considered CBWC system
model (2). Table 2 presents the adopted values of utilized passive components and type of active device.

R=1/G Rs

VMV Dlgkz Dzjg NV

+ +
' 1t i Y R3§ R, § R,
2_ C Vl_ Cs | + |
' Vass[ 1| Veus [ AAA—AM,
l R~ Re

Figure 3. Schematic diagram of DSCS circuit with the generated dynamical states as vy, v,, and i,
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Table 2. Summary of the adopted values and types of the utilized components for DSCS circuit

Component Name Value/Type
R=1/G 1.4kQ
Ry, R, 46.2 kQ
R3, R, 3.3k
Rs, Re 0.3kQ
R, 1.25 kQ
C; 5.5 nF
C, 56 nF
L 8.2 mH
D,, D, 1N914 Silicon Diode
D,, D, 2 uF
Op-Amp: U pA741

2.3. LPF Unit

The filtering unit at the receiver is implemented using a single-pole LPF circuit with filter bandwidth
(i.e. cut-off frequency) of f. = 1/2nRC; as shown in shown in Fig. 4. This essential unit is used to improve
the received SNR and enhance the signal detection process. Besides, it is used to demonstrate the filtering
effects of band-limited Rayleigh fading channel [4, 10]. The schematic diagram of LPF circuit consists of a
variable resistor Ry used for f. tuning, two fixed resistors (R; and R,), one filter capacitor Cy, and three Op-
Amps (U; — Us). The filter input signal r(t) and output signal r(t) are isolated from the filter section using
two buffer circuits (U; and U,). Table 3 summarizes the considered values of passive components and types
of Op-Amp devices.

fc:1/27IRf Cf

rt) A

R>

|
]
Figure 4. Schematic diagram of the employed single-pole LPF circuit of bandwidth f, for CBWC system

Table 3. Summary of the considered values and types of the utilized components for LPF circuit

Component Name Value/Type
R, 10kQ
¢ 0.16 uF
R, 0.58kQ
R, 1kQ
Op-Amps: U; — Us nA741

3. Signal Model of CBWC

The received signal model of designed CBWC system with PLS over fading channel h(t) and AWGN
n(t) is given as
r(t) = h(t) VP s(t) + n(t) ©)
where s(t) is the modulated chaotic signal (symbol) of time duration (T) and transmitted with average
power P. It modulated based on the digital data sequence b(k) using BCSK of chaotic basis functions, x; (t)
and xp(t), as
x.(t); forbit“1”

s(t) = (4)
xp(t); forbit“0”
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On the other hand, when MCSK is considered with four signalling levels (i.e. = 4 ), the modulated
signal can be constructed form the utilized antipodal basis functions, +x, (t) and +x,(t), as follows
{=x,(t),—xp(t)};  for bits “00”
—x; (t), +xp(t)}; for bits “01”
s@®) = &Higt;, —ngtﬁ: for bits “10” ©®)
{+x,(0), +xp(t)};  forbits “11”

It should be noted that higher signalling levels (M = 2% > 4) can be implemented by employing Q
chaotic systems of different dynamical behaviours. For instance, MCSK with M = 16 can be configured
using Q = 4 chaotic systems.

For the considered signal model, perfect channel estimation is assumed at the receiver for chaotic
demodulation. Besides, LCS and DSCS units are used to provide synchronised basis functions £, (t) =~ x,(t)
and £, (t) ~ xp(t) for associated correlators at the demodulator. Thus, the filtered chaotic signal 7 (t) at the
demodulator input is used for channel equalization through complex conjugate h*(t) as

#(8) = h* (6) 75 (2) 6)

Estimated information data b(k) can be found then at the demodulator output using the correlator
approach as presented in [3] and [19].

The achieved massive key-space of adopted CBWC system based on the sensitivity of LCS and DSCS
to ISCs is of order 0(10° x 108 = 102**8) = 0(28132). In this case, the utilized secret keys enable ultra-
robust PLS to resist the most powerful brute-force eavesdropping attacks of about 21°°
efforts [2], [10].

computational

4. Performance Evaluation and Results

Laboratory experiments based on MultiSim programming and numerical simulations using MATLAB
are conducted on the designed CBWC system to show the actual performance of considered CSK schemes
with ISCs of {0, 0, 0}. In the presented results, v, and v; chaotic states are derived from filtered received
signal 7 (t) whereas v, and v, are used from implemented LCS and DSCS units at the receiver, respectively.
An average power of P =1 1is used for the transmitted BCSK and MCSK symbols. For the BER
performance, a frame of 100 symbols is transmitted over each channel realization, and the achieved
outcomes are averaged over 10 channel samples.
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Figure 5. Performance of CBWC for f. = 10 kHz and SNR = 35 dB: (a) Dynamical [v,, v,] state-space of LCS; (b)
Dynamical [v,, v,] state-space of DSCS
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Figure 6. Time waveform of received chaotic signal v, from LCS compared with that of v; from DSCS. The
considered CBWC system settings are f, = 10 kHz and SNR = 35 dB
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The realized performance of designed CBWC system is demonstrated in Figs. 5-7 for the case of f, =
10 kHz and SNR of 35 dB. In Fig. 5, it can be seen clearly that normal dynamical state-space is achieved for
both LCS in the [v,, v,] plane (Fig. 5 (1)) and DSCS in the [vy,v,] plane (Fig. 5 (b)). Besides, undistorted
received CSK signature waveforms (i.e. v, and v;) are obtained in Fig. 6. This can be explained due to
sufficient filter bandwidth that allows most of the effective spectral components of utilised chaotic basis
signals to be exploited in CBWC system as illustrated in Fig. 7.

0
0 ‘a - — =LCS(v)

m M :
e DSCS (v,)
£ -20
2 N
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Figure 7. Power spectrum of received chaotic signal v, from LCS compared with that of v, from DSCS. The
considered CBWC system settings are f, = 10 kHz and SNR = 35dB
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Figure 8. Performance of CBWC for f. = 2kHz and SNR = 35 dB: (a) Dynamical [v,, v,] state-space of LCS; (b)
Dynamical [v,, v;] state-space of DSCS

1
2F )

_. ' JATE "

R "‘ \ : : - 1

] YA \ AL I\

g 0 \ ; ' / 1

= ! A \ f

g (14! vront nnt iy VA !
-1 1 IAER ANV \ -

< v v, VY Ny, Vv ‘Y,
-2_ 1 1 1 1 L L L -;

0 100 200 300 400 500 600 700 800

Time, msec

Figure 9. Time waveform of received chaotic signal v, from LCS (doted black line) compared with that of v; from
DSCS (solid blue line). The considered CBWC system settings are f, = 2kHz and SNR = 35 dB

On the other hand, and for the same SNR level of 35 dB, Figs. 8-10 show the obtained results for the
case of LPF with f;. = 2 kHz. As can be seen from Fig. 8, the dynamical state-space of LCS (Fig. 8 (a)) is more
affected by the scarce filter bandwidth compared with that of DSCS (Fig. 8 (b)). The characteristics of chaotic
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signature waveforms in Fig. 9 are also altered in different levels since large portion of the spectral
components are removed from the original transmitted signals as evident from Fig. 10. Without doubt, this
high distortion on the main physical features of chaotic signals has critical impact on the essential chaos
synchronisation at the receiver side of CBWC system. These important observations also coincide with those
obtained in [4] and [12] where the synchronization error increased as f. decreased.
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Figure 10. Power spectrum of received chaotic signal v, from LCS compared with that of v; from DSCS. The
considered CBWC system settings are f, = 2 kHz and SNR = 35 dB

In Fig. 11, the average BER performance of BCSK-based CBWC is shown as a function of f. compared
with the reference BCSK that employs single chaotic function in [2] and [4] using high SNRs of 30 dB and
35 dB. It can be seen that the considered BCSK scheme of multiple chaotic basis systems performs lower
than the reference BCSK over the considered range of f, and for both SNRs. Moreover, it shows higher error
floor as the target BER decreases, since LCS is more sensitive to the filter process than DSCS, which affects
the overall performance. For instance, when a minimum BER of 1073 is required for target link reliability,
the parameter f for adopted BCSK with SNR of 30 dB should be more than 8.8 kHz to include most of the
effective spectral components from both chaotic signals compared to 7.2 kHz for the reference scheme.

100
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m
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(o))
o
(]
>
<
3 Target BER
107 F
f —O6—BCSK ; (SNR=35 dB)
—&— BCSK [2], [4] ; (SNR=35 dB)
—&— BCSK ; (SNR=30 dB)
104 F —<—BCSK [2], [4] ; (SNR=30 dB) E
£ 1 Il Il Il Il Il Il Il
1 2 3 4 5 6 7 8 9 10
fc, kHz

Figure 11. Average BER performance of BCSK-based CBWC as a function of f, in kHz compared with the reference
scheme for SNRs of 30 and 35 dB

For BER-based security gap evaluation, Fig. 11 also shows the BER performance of identical
eavesdropping receiver to that utilized for intended device except minor mismatch in ISCs (secret keys) of
more than 107*° (i.e. worst-case secrecy case). The serious error floor of eavesdropper (~0.5 ) demonstrates
the ultra-high robustness of PLS in designed CBWC system with key-space of 0(28'32) against brute-force
attacks. Considering target system BER of 1073, it is shown that the BER security gap has direct relation
with the LPF bandwidth. For instance, the realized BER results of proposed BCSK demonstrate sufficient
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security gap when f. > 6.7 kHz and f. > 8.8 kHz for SNR of 35 dB and 30 dB, respectively. Note that the
reference BCSK schemes require lesser filter bandwidth to achieve same target BER as f, > 5.8 kHz for 35 dB
and f. > 7.2 kHz for 30 dB, owing to the employment of single chaotic function. Therefore, the limited filter
bandwidth has more impact on the error security gap of designed CBWC with multiple basis functions
compared with reference schemes. Increasing the bandwidth of allocated channel and receiver filter may
help to mitigate the obvious degradation in system error rate and BER security gap, but at cost of reduced
channel capacity and increased noise level.

Eavesdropper BER ¢
with imperfect ISCs

Security
gap

Average BER

Target BER

3
° =
—O6— MCSK ; (SNR=35dB)
—&— MCSK [7], [17] : (SNR=35dB)
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—<— MCSK [7], [17] ; (SNR=30dB)

T g
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1 1 1 1 1 1 1 1
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Figure 12. Average BER performance of MCSK-based CBWC as a function of f, in kHz compared with the reference
scheme for SNRs of 30 and 35 dB
For the adopted MCSK-based CBWC system with M = 4, Fig. 12 shows the average BER performance
as a function of f. compared with the reference MCSK that utilizes single chaotic function in [7] and [17].
As can be seen, the considered MCSK of multiple chaotic basis systems performs less than the reference
scheme over the range of f, and for both SNRs (30 dB and 35 dB). Besides, it shows higher error floor as the
target BER decreases due to the high sensitivity of LCS to LPF compared with DSCS. For target BER of 1073,
the filter bandwidth f, for SNR of 35 dB should be more than 7.1 kHz to contain the effective spectral
components from both chaotic signals compared to 6.5 kHz for the considered reference. The BER of
eavesdropper with minor mismatch in ISCs (more than 107*° ) shows severe error floor (~0.5 ) as expected
due to the massive key-space of designed CBWC system. Considering target BER of 1073, the achieved error
performance of proposed MCSK reveal sufficient security gap when f, > 7.1 kHz for SNR of 35 dB and f >
9.4 kHz for SNR of 30 dB. The reference schemes with single chaotic function require less LPF bandwidth to
achieve the same target BER as f, > 6.5 kHz for 35 dB and f. > 8.3 kHz for 30 dB. Thus, inadequate filter
bandwidth utilization will lead to undesired degradation in security gap of CBWC compared with reference
schemes. The achieved results represent the lower bound BER for other MCSK schemes in PLS
communications.

5. Conclusions

In this paper, the practical feasibility of CSK modulation schemes based on multiple chaotic basis
functions has been addressed for CBWC with PLS over realistic fading channel. A single-pole LPF model is
used to show the impact of both band-limited channel and receiver filtering processes on the system BER
and security performance. The achieved results confirmed that inadequate filter bandwidth can remarkably
distort the state-space, signature waveform, and spectral components of CSK signals in disparate extents
regardless of high SNR level. For target BER and worst-case eavesdropping secrecy, this issue has the
influence to reduce the error security gap of CBWC system compared with the reference CSK schemes based
on a single chaotic base function. The BER outcomes demonstrated lower bound benchmarks for other CSK
aided CBWCs, and highlighted the accurate selection approach of LPF bandwidth to include the effective
chaos spectral components and mitigate the impact of filtering process. This may enhance the practical
adoption and commercialisation of secure CBWC systems in private and public wireless applications.
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