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Abstract: A distributed ledger technology, embedded with privacy and security by architecture, provides a 

transparent application developing platform. Additionally, edge technology is trending rapidly which brings the 

computing and data storing facility closer to the user end (device), in order to overcome network bottlenecks. This 

study, therefore, utilises the transparency, security, efficiency of blockchain technology along with the computing 

and storing facility at the edge level to establish privacy preserved storing and tracking schemes for electronic health 

records (EHRs). Since the EHR stored in a block is accessible by the peer-to-peer (P2P) nodes, privacy has always 

been a matter of great concern for any blockchain-based activities. Therefore, to address this privacy issue, 

multilevel blockchain, which can enforce and preserve complete privacy and security of any blockchain-based 

application or environment, has become one of the recent blockchain research trends. In this article, we propose an 

EHR sharing architecture consisting of three different interrelated multilevel or hierarchical chains confined within 

three different network layers using edge computing. Furthermore, since EHRs are sensitive, a specific data de-

identification or anonymisation strategy is also applied to further strengthen the privacy and security of the data 

shared. 

Keywords: Blockchain; De-identification; Edge Computing; Health Level Seven (HL7); Medical Data; Privacy; 

Security 
 

1. Introduction 

Although Blockchain was first introduced by Satoshi Nakamoto as an enabler for Bitcoin crypto 

currency, it is now a widely adopted technology for various non-monetary transactions including data 

sharing and storage [1]. In fact, the fusion of Blockchain with the smart-contracts as well as the Internet of 

Things (IoT) has helped in re-structuring many existing and commencing new innovative business models 

in various sectors, including healthcare [2]. Despite the fact that Blockchain provides a secure decentralised 

distributed Peer-to-Peer (p2p) architecture for data sharing, trading and integrating data across all users 

and third parties, implementation of Blockchain based applications requires careful consideration due to 

privacy concerns [3]. Since all the peers participate in the consensus process, particularly the validation and 

verification of any transactions (i.e., messages) and the data is stored in a distributed ledger granting wide 
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access to the participating peer nodes, privacy of the users have always been a matter of great concerns, in 

blockchain environment. Although such privacy concern is less severe in private Blockchain ecosystems, 

however, for healthcare sectors private Blockchain is not a good fit for several reasons, one of which being 

the need to share the data amongst multiple parties [4].  

In healthcare system, the patients rather retain the ownership of their respective Electronic Health 

Records (EHRs), which they may need to securely access and share with other connected healthcare 

providers [5]. The most significant barrier for adapting a shared EHR system through Blockchain is that; 

data on the Blockchain is usually totally accessible to all the parties, making user privacy almost impossible 

to protect [5]. Another emerging technology, which can maximise operational efficiency as well as on 

demand availability, is edge computing [6]. Besides that, by keeping and preparing information at the edge, 

it is conceivable to extend protection by minimising the transmission of delicate data to the cloud. Besides, 

the proprietorship of collected information shifts from the benefit suppliers to the end-users. Therefore, this 

study blend edge computing with blockchain technology, in order to increase privacy of EHR.  

To address the privacy concerns of any Blockchain ecosystems, with particular application in the 

healthcare systems, a blockchain-based privacy-preserved secure Electronic Health Record (EHR) solution 

has been advocated in this research. We proposed the implementation of three different distributed ledgers 

(i.e. multilevel blockchain) for three different layers of storage. 

2. Background Study and Literature Review 

2.1. Background Study 

Blockchain is a distributed ledger that securely carries data within some mathematically 

interconnected blocks. Blockchain not only provides extra layer of security over other traditional systems, 

but also offers trust, transparency, immutability, decentralisation and support for smart-contracts et cetera 

[7].  Medical IoT devices' processing and storage capacities are lower to those of a typical Computer. By 

transferring difficult operations to its embedded Edge devices, medical IoT devices can tremendously 

reduce their energy consumption and speed up the processing [8]. Blockchain can provide enhanced EHR 

sharing system combined with the IoT, artificial intelligence, edge and cloud computing as well as smart-

contracts. Some of the terms associated with these technologies are briefly elucidated here:  

Distributed Ledger Technology (DLT) or Blockchain Technology: DLT is a shared database system, 

similar to accounting ledger, organised chronologically with timestamped and spanned over multiple 

sites/peers across the globe [9]. Each node usually has a copy of the most up-to-date ledger and have access 

to the data [10]. Entry to the ledger is validated and verified by the participating nodes and subject to 

reaching a consensus. Therefore, efforts to any unauthorised changes, additions or modifications are 

propagated to the network within a very shorter time-span and rejected by the participating peers. In a 

study, researchers examined the security and privacy issues in big data by outlining some of the current 

methods and strategies for ensuring security and privacy [11]. 

Multilevel or Hierarchical Blockchain: It is a multi-layer blockchain-based arrangement for ensuring 

the privacy and security of IoT frameworks and upgrading framework adaptability [12]. The arrangement 

accomplishes a lightweight security instrument by embracing a neighbourhood private blockchain to meet 

the IoT necessities. 

Privacy of Personally Identifiable Information (PII): PII [13-14] are those items of information which 

when used alone or with other relevant data can be applied to infer the identity of an individual, such as 

date of birth (DoB), credit card numbers, phone number, passport number, etc. 

Cloud or Cloud Computing: Cloud computing is a portage of service computations including servers, 

storage, databases, networking, software, analytics and intelligence over the internet, which offers speedier 

alterations, flexible resources and emphatic economies of scale. 

Edge Computing: “Edge computing is a unique system that aids or assists users to be location-aware, 

maintain low latency, support heterogeneity, and improve the quality of service (QoS) of applications by 

providing computing power, storage of data and application services, especially computation-intensive and 

delay-sensitive”, as defined in [15]. 

Data De-identification Method: The main principle of De-identification lies over the data hiding 

phenomenon where any particular data is secured through the use of some special symbols such as !@#$% 
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and mostly *. For example: if a name is ‘DROGBA’, applying de-identification, it can be represented as either 

‘D@og*!’ or simply ‘D*og**’. 

 

2.1. Literature Review 

 Chen et al. [16], advocates the use of blockchain technologies for sharing EHR of each patient while 

storing the respective data in a certain storage. They opine that the blockchain possesses the potentials to 

topple the existing healthcare hierarchy as well as create novel systems through which the patients can 

manage their own care. Additionally, Malamas et al. [17] presented a typical hierarchical multi-expressive 

blockchain architecture to preserve healthcare ecosystem privacy. In this architecture, the fine-grained 

access to EHR was focused through an effective mechanism applying the hierarchical blockchain as the 

main component. While the proposed solution is generally convincing to some extent, the use of the same 

type of Proof-of-Stake (POS) consensus mechanism for both the blockchains, may cause a bit of imbalance 

between the security and the scalability of the proposed system. 

While [16] proposed a method of Ethereum-based implementation of blockchain ecosystem, along with 

a limited number of remote machines, for the sharing process of medical data access [17], it provided a 

standard description of multi-expressive architecture along with significant execution of hierarchical chain 

in the medical domain. However, neither of the previous articles considered any sort of data masking or 

de-identification strategy [18]. 

Another specific architecture was presented by Zarour et al. [19] to create an Electronic Health Record 

(EHR) that involves a Patient Agent and coordinates with the insertion of continuous data streams into 

blockchains. They also included an evaluation of some existing blockchain technology models for secure 

EHRs. Instead of implementing the blockchain architecture by using any programming languages, the 

authors established a different kind of data analysis using mathematical logics, to evaluate the outcomes of 

securing the specific electronic medical information for any individuals. 

With paces of time the research of data sharing, securing data or storing the data appropriately in the 

medical world has also gone through some revolutions. Another research by Liaw et al. [20] visualises the 

use case of EHR data for main and secondary perspectives, to protect the security of each of the records and 

identify the relevant issues, to evaluate the possible solutions and eventually the consideration of future 

directions. 

None of the above articles used both edge computing architecture along with data de-identification 

mechanisms in their applications of varied blockchain ecosystems. In our work, a special data de-

identification strategy has been executed along with the multilevel blockchain and edge computing, which 

not only ensures the novelty of our work, but also helps securing the privacy of any individual while sharing 

EHRs amongst the stakeholders.  

3. Proposed Method 

3.1. Overview 

A novel multi-level Blockchain architecture, with data de-identification mechanism, has been proposed 

for a privacy-preserved secure medical data sharing platform using hierarchical blockchain in edge 

computing. Figure 1 demonstrates the proposed multilevel architecture with three different layers (cloud, 

edge and user device) having three different chains of ledgers, for storing different type of data ensuring 

enhanced PII privacy and security. 

Firstly, the doctor generates an EHR and sends it to a patient by digitally signing it. After receiving the 

EHR, the patient fills it in and then sends it to the multilevel blockchains to store the relevant data.  

Before storing the data in the blockchain, a data de-identification method is applied to ensure the 

complete privacy of each and every user (patients). The de-identification technique is randomly selected 

and applied to the EHR. In the blockchain, each block storing the records consists of a hash of each previous 

block, time-stamp and de-identified data. Since our system is a multi-level blockchain, there are obviously 

three different ledgers and all the data of each patient is always categorised into three portions, such as 

medication data, medical test data and physiological data. 
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Figure 1. Hierarchical blockchain architecture associated with three ledgers 

Finally, once the data is stored in the appropriate ledger(s), any third-party (doctor, government, 

healthcare or insurance companies, researchers, etc.) can request the patient for granting access to the 

respective EHR based on the national identification (NID) or by the patients’ unique ID (PID) number, using 

the proposed blockchain platform. 

Only if the patient’s permission is granted, the access is given. To facilitate these features, smart-

contacts are utilised, so that permissions can be automatically granted to access the respective data, only if 

some pre-defined conditions (set by the patients or any other legal representatives) are met. 

 

3.2. Three-layered Architecture 

As shown in Figure 1, our system is designed based on the three-layered architecture. These three 

layers consist of: 1) local device, 2) edge server and 3) cloud storage. Each layer has its own isolated 

blockchains, also known as the distributed ledgers. 

Local Device: The first blockchain is implemented in the local device. This ledger records the data 

provided by the patient through completing the EHR form. To mask the personally identifiable data of the 

patents, a de-identification method is applied, before the data is stored on the ledger. This ensures that if 

any third party get access to the first chain, only the de-identified EHR can be read, not the original record. 

However, this is to note that the data stored in this chain will be subject to encryption mechanisms (i.e. they 

will be in the form of cypher texts), keys of which will be maintained and managed through smart-contracts. 

Edge Server Layer: The second blockchain is implemented in the edge layer, which stores the relevant 

data portion, i.e. the medical test data, from the user input. Similar to layer one, data de-identification 

method is applied and smart-contact were utilised to access control mechanisms. 

Cloud Layer: The third blockchain is implemented in the cloud layer, which stores the patient’s 

physiological data. Along with data de-identification mechanism, access to the data is controlled using 

smart-contacts so that only legitimate users can read the data, considering the individual patient’s 

preference. 

3.3. Data Classification 

Any new data input goes through the data classification phase. Based on the type of the information, 

the user input is classified into three different categories: medication data, medical test data and lastly the 
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physiological data. Refer to Figure 2, after the classification of the data, each identified categories of 

information then goes through the de-identification process, before they are stored in the respective chain, 

as stated in the previous sections.  

Medication Data: Medication data is stored in the first chain within the local device layer, as shown in 

Figure 2. When the patient receives the data, it is sent to the data de-identification pool for the random de-

identification procedure and then stored in the associated (first) chain. 

 
Figure 2.  Classified data and a demonstration of all the associated ledgers. 

Medical Test Data: Medical test data is stored in the second chain located within the edge server layer, 

as outlined in Figure 2. When data is classified, the medical test data is sent to the data de-identification 

pool for processing through the de-identification method. The de-identified data is then stored in the 

specified second chain. 

Physiological Data: After classification physiological data is sent to the similar kind of data de-

identification pool. In this pool, physiological data has been de-identified and then sent to the third chain 

which is installed in the cloud layer. 

3.4. Data De-identification Method 

Before storing all the data in each chain, a unique kind of de-identification procedure is executed. 

Sensitive information or personally identifiable information (PII) is concealed with the aid of the data de-

identification method. As a result, when any patient shares his/her respective de-identified electronic health 

records (EHR) or data of any ledger with a third party, the patient's identity is obscured, as shown in Figure 

3.  

 
Figure 3.  Example of a random data de-identification process 

3.5. Leading Chain Architecture 

The suggested architecture is built on the foundation of three different layered blockchains. 

Furthermore, the blockchains are private and completely separated from each other. Only the patients have 

exclusive control of their own data stored on the blockchains. The perspective of the blockchain includes 

the reflection of all its volatile contents. A brief explanation of such blockchain architecture is presented in 

the following section.  
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First Chain: The first chain is located in the local device server. It is the nearest blockchain of the data 

input portion in the executive architecture, refer to Figure 4. The specified chain is used for storing the 

medication data. The advantage of this chain is that it is secure and takes less time to access the data, because 

of its location.  

Second Chain: The edge server accommodates the specified second chain, as demonstrated in Figure 

4. This particular chain mainly stores the medical test data. Because of its location, response time is very fast 

within the entire layered architecture. It is the fastest processing layer for our system. Storing any new data 

and retrieving any data already stored in the second chain is very fast and efficient than the other two 

chains. 

Third Chain: The location of third chain is in the cloud server layer. The third chain is the most distant 

from data input portion of the executive architecture, as outlined Figure 4. Physiological data is stored in 

this chain. Fundamentally, because of its location, it takes a longer response time to access the data in 

comparison with the rest of two servers. 

 
Figure 4. Three isolated chains in three different ledgers of the proposed blockchain architecture. BN indicates 

the associated block numbers in each layer. 

3.6. Functional Properties 

 
Figure 5. Functional properties of the Blockchain architecture. 
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Scheme of Block Generation: A block is similar to an accounting ledger or record book page. Blocks are files in 

which network-related data is permanently stored. A block keeps track of some or all of the most recent transactions 

that have not been recorded in any of the previous blocks, as shown in Figure 5. 

Scheme of Third-parties Access: Through this particular segment, the sequential process of gaining the access for 

any sort of data that is controlled by the respective patients and received by any certain third party is notable. Firstly, a 

third-party needs patients’ identification number to request the data. After patient gets the request, he/she takes the 

decision. If it is a ‘NO’, as shown in Figure 5, then the request is straightway rejected. Otherwise, the patient sets some 

conditions, to contribute to the creation of the smart-contract for controlling the access. The data are then de-identified 

through the data de-identification pool, as demonstrated in Figure 5. Finally, the third-parties eventually get the de-

identified data to access from the respective blockchains and thus the access request process is completed. 

4. Discussion and Implementation 

4.1. Threat Analysis of the Proposed System 

The major motivation behind using three isolated blockchains in this entire system is that, if any of 

them is compromised by any hackers, they will not be able to find complete data. Thus, higher level of 

privacy and security is ensured. Multilevel blockchain, also increases the performance and response time 

in this system. 

Edge computing, is a distributed computing paradigm that puts data processing and data storage 

closer to the point of use in order to enhance reaction times (latency) and reduce bandwidth usage. We have 

used edge server to reduce our transaction time and to speed up the entire system. By using edge, we also 

can ensure better data management, lower cost of connectivity and uninterrupted connection. Moreover, 

the extra layer of security and reliability can be achieved through the use of edge server in any system, 

particularly in comparison to any traditional cloud server. 

De-identification is a method of hiding patient identities from electronic health record information. 

Using data de-identification technique, we can share patients’ data to any third parties while protecting the 

privacy.  

4.2. Implementation 

In this paper, we have represented pseudocodes and deployment guidelines for the overall 

implementation of the process. The executable system architecture components are stated in Figure 6. 

 
Figure 6. Executable Components to implement the overall architecture. 

Throughout the system, JavaScript is selected to be used as the programming language, NodeJS as the 

framework tool, Hyperledger Composer as the rest server API, Hyperledger Fabric as the main blockchain 

platform of the entire decentralised application (DApps), CouchDB as the on-chain database. A very 

renowned front-end interface recognised as Angular is also used for the Application Programming Interface 

(API) of certain third-parties in this DApps. For executing the special method of data de-identification, the 

cloud data loss prevention (Cloud DLP) API is used in this implementation process, as shown in Figure 6. 
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4.3. Pseudocodes 

         In order to help the implementation, few algorithms (pseudocodes) have been executed for all the 

three-layer architecture. For these following pseudocodes, Table I depicts some special notations indicating 

each and every work attribute associated with all the three available collaborators (i.e. patients, primary 

care provider or doctor and third parties). 

Table 1. Notations for pseudocodes 

Explanations Notations 

Patients 𝑃𝑁  

Primary Care Provider [Doctor] 𝐷𝑁  

Third Parties 𝑇𝑃𝑁 

Data De-identification Pool DDP 

Local Device Layer 𝐿𝐷𝐶1

𝐵𝑁
 

Edge Server Layer 𝐸𝐷𝐶2

𝐵𝑁
 

Cloud Server Layer 𝐶𝐿𝐶3

𝐵𝑁
 

Rest Server API 𝐴𝑃𝐼𝑅𝑆  

Cloud DLP API 𝐴𝑃𝐼𝐶𝐷 

Data Access Control DAC 

Medication Data 𝑀𝐷𝐶1

𝐵𝑁
 

Medical Test Data 𝑀𝑇𝐷𝐶2

𝐵𝑁
 

Physiological Data 𝑃𝐻𝑌𝐶3

𝐵𝑁
 

De-identified Medication Data d 𝑀𝐷𝐶1

𝐵𝑁
 

De-identified Medical Test Data d 𝑀𝑇𝐷𝐶2

𝐵𝑁
 

De-identified Physiological Data d 𝑃𝐻𝑌𝐶3

𝐵𝑁
 

Hyperledger Composer 𝐻𝐶𝑂𝑀  

Terms and Conditions TC 

Patients Primary Key  [Local Device Layer] 𝑃𝐿𝐷𝑃𝑅𝐾
𝐵𝑁

 

Patients Primary Key  [Edge Server Layer] 𝑃𝐸𝐷𝑃𝑅𝐾
𝐵𝑁

 

Patients Primary Key  [Cloud Server Layer] 𝑃𝐶𝐿𝑃𝑅𝐾
𝐵𝑁

 

Patients Public Key  [Local Device Layer] 𝑃𝐿𝐷𝑃𝐾
𝐵𝑁

 

Patients Public Key  [Edge Server Layer] 𝑃𝐸𝐷𝑃𝐾
𝐵𝑁

 

Patients Public Key  [Cloud Server Layer] 𝑃𝐶𝐿𝑃𝐾
𝐵𝑁

 

Doctors Public Key  [Local Device Layer] 𝐷𝐿𝐷𝑃𝐾
𝐵𝑁

 

Doctors Public Key [Edge Server Layer] 𝐷𝐸𝐷𝑃𝐾
𝐵𝑁

 

Doctors Public Key  [Cloud Server Layer] 𝐷𝐶𝐿𝑃𝐾
𝐵𝑁

 

Doctors Primary Key  [Local Device Layer] 𝐷𝐿𝐷𝑃𝑅𝐾
𝐵𝑁

 

Doctors Primary Key  [Edge Server Layer] 𝐷𝐸𝐷𝑃𝑅𝐾
𝐵𝑁

 

Doctors Primary Key  [Cloud Server Layer] 𝐷𝐶𝐿𝑃𝑅𝐾
𝐵𝑁

 

Third Parties Public Key  [Local Device Layer] 𝑡𝑝𝐿𝐷𝑃𝐾
𝐵𝑁

 

Third Parties Public Key  [Edge Server Layer] 𝑡𝑝𝐸𝐷𝑃𝐾
𝐵𝑁

 

Third Parties Public Key  [Cloud Server Layer] 𝑡𝑝𝐶𝐿𝑃𝐾
𝐵𝑁

 

Pseudocode 1. SYSTEM (): Create and Send Preliminary EHR Form to Patients 
● INPUT: A PARTICULAR PATIENT  𝑃𝑁 HAVING PUBLIC KEY  𝑃𝑃𝐾   FOR EACH OF THE THREE LAYERS AND A DATA DE-IDENTIFICATION POOL   DDP   RECEIVES AN   EHR   

FORM FROM A PRIMARY CARE PROVIDER OR DOCTOR    𝐷𝑁. 

● OUTPUT: CREATION AND TRANSFERRING THE EHR FORM FROM  𝐷𝑁   TO   𝑃𝑁. 

[1] for each Patient  𝑃𝑁  with the digital signature of  𝐷𝑁 to  EHR Form 

[2] if (EHR Form == “Signed” &&  User == “Primary Care Provider”) 

[3] CREATE  DDP  for each  𝑃𝑁  to de-identify the attributes of the   EHR form 

[4] GENERATE  𝐴𝑃𝐼𝑅𝑆  view of  EHR form for  𝑃𝑁  in   𝐻𝐶𝑂𝑀 

[5] 𝐴𝑃𝐼𝑅𝑆    ⊆   EHR ( 𝑃𝑁)   ⇔   𝐴𝑃𝐼𝑅𝑆   ⊇    𝐻𝐶𝑂𝑀 

[6] EHR ( 𝑃𝑁)     𝐴𝑃𝐼𝑅𝑆 

[7] End 

Pseudocode 2. Request (): Medication Data Sharing Process in Local Device Layer [First Chain] 

● INPUT: ANY SPECIFIC THIRD PARTY  𝑇𝑃𝑁   HAVING THE PUBLIC KEY FOR LOCAL DEVICE LAYER   𝑡𝑝𝐿𝐷𝑃𝐾
𝐵𝑁    REQUEST TO GAIN ACCESS TO THE FIRST CHAIN MEDICATION 

DATA FROM A PATIENT   𝑃𝑁 . 
● OUTPUT: DE-IDENTIFY MEDICATION DATA  𝑀𝐷𝐶1

𝐵𝑁    FOR LOCAL DEVICE LAYER AND SHARE WITH  𝑇𝑃𝑁  WITH SOME SPECIFIC TERMS AND CONDITIONS   (TC)   OF 

THE ACCESS. 

[1] for each request from  𝑇𝑃𝑁   with Public Key  𝑡𝑝𝐿𝐷𝑃𝐾
𝐵𝑁  to  𝑃𝑁 
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[2] if ( Patient Decision ==  “YES”  &&  𝑡𝑝𝐿𝐷𝑃𝐾
𝐵𝑁    ==  “Accessible” ) 

[3] 𝑇𝑃𝑁       𝑃𝑁 ( EHR ( 𝑀𝐷𝐶1

𝐵𝑁 )) 

[4] If (Third Party Signature == “TRUE” && Patient Signature == “TRUE”) 

[5] DDP   ⊇   PN ( 𝑃𝐿𝐷𝑃𝑅𝐾
𝐵𝑁  ( 𝑀𝐷𝐶1

𝐵𝑁  )) 

[6] 𝐴𝑃𝐼𝐶𝐷  ⊇   DDP 

[7] DDP ( 𝑃𝐿𝐷𝑃𝑅𝐾
𝐵𝑁  ( 𝑀𝐷𝐶1

𝐵𝑁  ))  →  𝑃𝑁 (𝑃𝐿𝐷𝑃𝐾
𝐵𝑁 ( d 𝑀𝐷𝐶1

𝐵𝑁 )) 

[8] 𝑇𝑃𝑁      𝑃𝑁 ( d 𝑀𝐷𝐶1

𝐵𝑁 ) 

[9] 𝐴𝑃𝐼𝑅𝑆     𝑇𝑃𝑁( d 𝑀𝐷𝐶1

𝐵𝑁 ) 

[10] else 

[11] Go back to line no. [3] 

[12] else 

[13] rejected     Request 

[14] return  Request ( 𝑇𝑃𝑁 ) 

[15] end 

Pseudocode 3. Request (): Medical Test Data Sharing Process in Edge Server Layer [Second Chain] 

● INPUT: ANY SPECIFIC THIRD PARTY  𝑇𝑃𝑁  HAVING THE PUBLIC KEY FOR EDGE SERVER LAYER  𝑡𝑝𝐸𝐷𝑃𝐾
𝐵𝑁   REQUEST TO GAIN ACCESS TO THE SECOND CHAIN MEDICAL 

TEST DATA FROM A PATIENT, 𝑃𝑁. 

● OUTPUT: DE-IDENTIFY MEDICAL TEST DATA 𝑀𝑇𝐷𝐶2

𝐵𝑁   FOR EDGE SERVER LAYER AND SHARE WITH   𝑇𝑃𝑁   WITH SOME SPECIFIC TERMS AND CONDITIONS   (TC)   OF 

THE ACCESS.  

[1] for each request from  𝑇𝑃𝑁   with Public Key  𝑡𝑝𝐸𝐷𝑃𝐾
𝐵𝑁  to  𝑃𝑁 

[2] if ( Patient Decision ==  “YES”  &&  𝑡𝑝𝐸𝐷𝑃𝐾
𝐵𝑁   ==  “Accessible” ) 

[3] 𝑇𝑃𝑁       𝑃𝑁 ( EHR ( 𝑀𝑇𝐷𝐶2

𝐵𝑁 )) 

[4] If (Third Party Signature == “TRUE” && Patient Signature == “TRUE”) 

[5] DDP   ⊇   PN ( 𝑃𝐸𝐷𝑃𝑅𝐾
𝐵𝑁  ( 𝑀𝑇𝐷𝐶2

𝐵𝑁  )) 

[6] 𝐴𝑃𝐼𝐶𝐷  ⊇   DDP 

[7] DDP ( 𝑃𝐸𝐷𝑃𝑅𝐾
𝐵𝑁  ( 𝑀𝑇𝐷𝐶2

𝐵𝑁  ))  →  𝑃𝑁 (𝑃𝐸𝐷𝑃𝐾
𝐵𝑁 ( d 𝑀𝑇𝐷𝐶2

𝐵𝑁 )) 

[8] 𝑇𝑃𝑁      𝑃𝑁 ( d 𝑀𝑇𝐷𝐶2

𝐵𝑁 ) 

[9] 𝐴𝑃𝐼𝑅𝑆     𝑇𝑃𝑁 ( d 𝑀𝑇𝐷𝐶2

𝐵𝑁 ) 

[10] else 

[11] Go back to line no. [3] 

[12] else 

[13] rejected     Request 

[14] return  Request ( 𝑇𝑃𝑁 ) 

[15] end 

Pseudocode 4. Request (): Physiological Data Sharing Process in Cloud Layer [Third Chain] 

● INPUT: ANY SPECIFIC THIRD PARTY    𝑇𝑃𝑁  HAVING THE PUBLIC KEY FOR CLOUD LAYER   𝑡𝑝𝐶𝐿𝑃𝐾
𝐵𝑁     REQUEST TO GAIN ACCESS TO THE THIRD CHAIN PHYSIOLOGICAL 

DATA FROM A PATIENT   𝑃𝑁. 

● OUTPUT: DE-IDENTIFY PHYSIOLOGICAL DATA   𝑃𝐻𝑌𝐶3

𝐵𝑁   FOR CLOUD LAYER AND SHARE WITH 𝑇𝑃𝑁  WITH SOME SPECIFIC TERMS AND CONDITIONS   (TC)   OF THE 

ACCESS. 

[1] for each request from  𝑇𝑃𝑁   with Public Key  𝑡𝑝𝐶𝐿𝑃𝐾
𝐵𝑁   to  𝑃𝑁 

[2] if ( Patient Decision ==  “YES”  &&  𝑡𝑝𝐶𝐿𝑃𝐾
𝐵𝑁    ==  “Accessible” ) 

[3] 𝑇𝑃𝑁       𝑃𝑁 ( EHR ( 𝑃𝐻𝑌𝐶3

𝐵𝑁 )) 

[4] If (Third Party Signature == “TRUE” && Patient Signature == “TRUE”) 

[5] DDP   ⊇   PN ( 𝑃𝐶𝐿𝑃𝑅𝐾
𝐵𝑁  ( 𝑃𝐻𝑌𝐶3

𝐵𝑁 )) 

[6] 𝐴𝑃𝐼𝐶𝐷  ⊇   DDP 

[7] DDP ( 𝑃𝐶𝐿𝑃𝑅𝐾
𝐵𝑁  ( 𝑃𝐻𝑌𝐶3

𝐵𝑁 ))  →  𝑃𝑁 (𝑃𝐶𝐿𝑃𝐾
𝐵𝑁  ( d 𝑃𝐻𝑌𝐶3

𝐵𝑁 )) 
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[8] 𝑇𝑃𝑁      𝑃𝑁 ( d 𝑃𝐻𝑌𝐶3

𝐵𝑁 ) 

[9] 𝐴𝑃𝐼𝑅𝑆     𝑇𝑃𝑁 ( d 𝑃𝐻𝑌𝐶3

𝐵𝑁 ) 

[10] else 

[11] Go back to line no. [3] 

[12] else 

[13] rejected     Request 

[14] return  Request ( 𝑇𝑃𝑁 ) 

[15] end 

5. Conclusion 

 In this paper, we have proposed a novel privacy-preserved secure medical data sharing using 

hierarchical blockchain in edge computing. We have demonstrated how privacy of the patients personally 

identifiable information can be masked from the EHR, using data de-identification and security can be 

ensured by a multi-level blockchain application, utilising edge computing model. We have advocated the 

use of three different distributed ledgers at three different layers of the network, with complete access 

control using smart-contacts. We have also presented the architecture with respective pseudocodes. The 

overall architecture is designed to be highly secure, with the privacy concerns addressed. 
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