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Abstract: The rapid evolution of technology in healthcare underscores its pivotal role in shaping human lives, 

particularly with the widespread adoption of wearable Internet of Things (IoT) sensors. This surge has led to the 

interconnection of a vast array of devices, sensors, and real-time trackers over the internet, driving research interest 

in the development of a Remote Patient Monitoring system for treatment and consultation. Concurrently, the 

integration of Artificial Intelligence (AI) into decision support systems has become prevalent, paving the way for 

the creation of a smart consensus system that enhances efficiency through live remote sensor data. Nevertheless, the 

adoption of such advanced technologies is not without challenges, particularly in the realms of privacy, security, 

and standardization for data transmission and transaction cataloguing. To address these concerns, blockchain has 

emerged as a compelling solution, seamlessly integrating with existing solutions and providing heightened security 

and privacy assurances, especially in collaboration with third-party entities. In response to these challenges, a 

proposed blockchain-enabled Internet of Medical Things (IoMT) architecture takes centre stage. This innovative 

framework leverages real-time wearable sensor data from patients as the primary source for diagnosis, ensuring 

secure storage and transmission through the application of blockchain technology. Furthermore, the proposed IoMT 

architecture extends its reach by integrating stakeholders from the healthcare domain. This collaboration enhances 

the system's effectiveness, with an AI-based decision support system aiding consultants in remotely monitoring 

patients with ease. However, the simulated experiment demonstrates improved access control, authentication, 

scalability (150 TPS), low energy consumption (50kWh/year), and reduced transaction latency (200ms) compared to 

PoW, PoS, and PoA. In summary, the fusion of wearable IoT sensors, AI, and blockchain in this IoMT architecture 

not only addresses the challenges of privacy and security but also establishes a robust foundation for advancing 

electronic healthcare systems.  

Keywords: Blockchain; Consensus System; Decision Support System; Internet of Medical Things; Smart Healthcare 

System 

 

1. Introduction 

The creation of the Internet of Medical Things (IoMT) is a significant milestone in the field of healthcare, 

which has witnessed a revolutionary phase brought about by the Internet of Things (IoT). IoMT holds 

immense importance in the medical sector by revolutionizing patient care through the integration of smart 

devices capable of collecting, transmitting, and analyzing health-related data. It represents the healthcare- 

centric adaptation of IoT, enabling healthcare professionals to remotely and instantly monitor diverse health 

parameters, including heart rate, body temperature, and oxygen levels, through various sensors positioned 

on or within the patient's body [1-3].  

The Internet of Medical Things (IoMT) consists of applications such as physical wellness programs, 

remote health monitoring, elderly care and the management of chronic health conditions. It has notable 

implications for home medication management and the enforcement of treatment adherence protocols [4]. 
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This transformative technology not only enhances the quality of patient care but also facilitates remote 

monitoring, diagnosis, and treatment, thereby addressing the evolving needs of the healthcare landscape. 

However, one of the significant difficulties is to maximize data transfer from these sensors by 

developing an Internet of Things platform with a central structure [5].  The dynamic nature of medical data 

such as including textual, video, and continuous data exchange and the interconnectedness of devices raise 

concerns about data protection and privacy. The sheer amount of sensitive health information being 

transferred within IoMT architectures necessitates robust mechanisms to ensure confidentiality and prevent 

unauthorized access.  

Additionally, interoperability issues pose a hurdle, as seamless communication between diverse IoMT 

devices and healthcare systems becomes paramount for optimal functionality [6]. The increasing popularity 

of this technology is driven by the growing expenses of analytic data platforms, the increasing number of 

internet devices, and the establishment of standardized protocols for collecting data from IoT devices. Also, 

managing extensive data at exceptionally high speeds and fortifying the fundamental infrastructure 

essential to this process. This underlines the need to automate the processing of substantial data gathered 

from sensors, all while ensuring the confidentiality and privacy of the collected data [7]. 

In present healthcare systems, wireless-enabled devices like sensors and wearables communicate via a 

central device, commonly referred to as a gateway. In general, this gateway sends the collected data to the 

cloud [8]. Features like peer authentication, scalability, availability, control over access, and data 

transparency are essential to an IoMT system because of its cloud-based design [9-11]. 

However, the downsides of a cloud based IoMT system include challenges in service availability, user 

privacy, security, interoperability, and potential data manipulation [9, 12]. A significant concern is the 

vulnerability of the system to cloud server failures, leading to unavailability for patients, doctors, and 

medical staff in case of downtime. 

Currently, the digital healthcare industry is undergoing a substantial rise in the integration of 

blockchain technology which seeks to address challenges related to storage, sharing, data security, and 

privacy. The utilization of blockchain technology, characterized by its distributed ledger, holds promising 

advantages for IoMT applications [13]. With its decentralized nature, these challenges are managed by 

creating multiple replicas in different servers, ensuring the authenticity and security of electronically signed 

transactions. The distributed architecture stands out as a key benefit, addressing a significant issue – the 

drawbacks of the cloud in IoMT applications.  

Besides, blockchain technology provides further merits such as smart contracts, reliable recording, 

trust less consensus, protection through data access control, clarity, and an open architecture that makes 

decentralized data exchange between hospitals and patients convenient [14]. The worldwide distribution 

of devices empowered by the Internet of Medical Things (IoMT) seamlessly aligns with patients' medical 

history through the integration of blockchain and IoT. Utilizing a secure smart contract mechanism for 

sending IoMT data to the blockchain significantly reduces data forgery and information mutation [15]. 

In essence, blockchain security policies enhance trust among stakeholders, simplifying the streamline 

for data gathering, sharing, storing, and maintenance system through decentralized storage. This approach 

ensures proper control of patient privacy policies. In this article, our work lies in addressing the challenges 

faced by existing IoMT systems, particularly concerning data security, privacy, and interoperability issues 

inherent in cloud-based architectures. In addition, we have explored the integration of blockchain 

technology to enhance the storage, sharing, and protection of sensitive health data while facilitating 

decentralized data exchange among healthcare stakeholders.  

In this article, we have introduced a cutting-edge architectural design that incorporates blockchain into 

the Internet of Medical Things (IoMT). The focal point of this architecture revolves around leveraging real-

time wearable sensor data from patients as the primary source for diagnostic purposes. The utilization of 

blockchain technology ensures the reliability of storage and transmission of this critical data. Furthermore, 

our approach integrates key stakeholders within the healthcare domain, fostering a comprehensive system 

that promotes widespread adoption. Notably, the inclusion of an AI-based decision support system 

enhances the capabilities of consultants, enabling seamless remote monitoring of patients with heightened 

ease and efficiency. 
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The innovative aspect of our proposed IoMT architecture is its establishment of a decentralized, 

distributed, and reliable ecosystem that addresses the shortcomings of conventional IoT-based healthcare 

systems, which primarily focus on challenges related to data transfer, storage, and privacy.  

However, a thorough examination employing the latest electronic healthcare systems to substantiate 

the security requirements of the proposed architecture reveals a notable improvement in the performance 

of this Internet of Medical Things (IoMT) framework. This comprehensive study highlights the benefits and 

improvements provided by the proposed IoMT architecture in the realm of electronic healthcare systems. 

Finally, this research aims to optimize patient care through secure and efficient management of IoMT data. 

The rest of this article is organized in the following manner: Section 2 Analysing the related literature 

on blockchain enable healthcare systems using IoT. Section 3 proposed consensus architectural model. 

Following that, Section 4 will showcase the experimental results that were consequently obtained, and this 

will be succeeded by concluding statements and prospective work in Section 5. 

2. Literature Review 

The integration of blockchain technology into the Internet of Medical Things (IoMT) architecture offers 

a transformative approach to enhancing security, transparency, and efficiency in healthcare data 

management through a Smart Consensus Model. This literature review examines the current research on 

blockchain-aided consensus mechanisms, focusing on their effectiveness in tackling challenges such as 

scalability, data security, and regulatory compliance.  

Nayyar et al. [3] explored the transformative impact of the Internet of Medical things (IoMT) in 

healthcare. Their research addressed connectivity challenges through IoMT-PLM integration, tackled 

battery efficiency using innovative algorithms, and introduced the BioSenHealth 1.0 framework for medical 

applications. The effectiveness of the proposed system was substantiated through successful testing on over 

50 live patients, showcasing notable improvements in cost-effectiveness, accuracy, portability, and real-time 

response. 

Correspondingly, Almalki et al. [5] explored the transformative impact of the Internet of Medical 

Things (IoMT) in healthcare evolution. Their research proposed a prototype integrating blockchain for 

secure patient data analysis, featuring a three-layered decision-making structure and AI, with demonstrated 

efficacy in a testing network involving two peer nodes. The study explored IoT's disruptive potential as a 

business opportunity, emphasizing wireless communication standards, envisioning a future with billions 

of connected sensors, and discussing applications such as home automation and social communication. 

Furthermore, another research addressed emerging social and governance issues associated with IoT [6]. 

Considering IoT in the healthcare context, the authors presented a platform for patient health monitoring 

utilizing IoMT and Blockchain for data security. They employed smart sensors and an embedded Raspberry 

PI 4, showcasing the system's effectiveness as a low-cost, secure Electronic Health Record (EHR) solution 

[7]. 

Moreover, Mutlag et al. [11] introduced a geographically distributed fog computing architecture 

designed to connect diverse devices at the network's edge, providing adaptable communication, 

computation, and storage services. Their study investigated the integration of the Internet of Medical Things 

(IoMT) with cloud computing for the processing and analysis of healthcare data, with a particular emphasis 

on security challenges inherent in conventional cloud platforms. The systematic review conducted by the 

authors evaluated ten blockchain-based solutions, categorizing them into decentralization and security 

aspects. This categorization aimed to address issues such as centralization, overhead, trust evidence, 

adaptability, and inaccuracy in cloud-based trust management [14].  

On the other hand, Irving and Holden [16] introduced clinical experiment through applying blockchain 

to specify evidence of pre-specified termination. There they conducted experimental trials for a healthcare-

based trial protocol, which had previously been associated with reported outcome switching. Also, they 

determined the reliability of the scientific approach of blockchain, which provides independently verifiable 

and low cost. To enhance this security later digital lightweight signature model was proposed [17]. 

Comparably, Xia et al. [18] emphasized privacy risks in the dissemination of medical records and 

criticized existing protection methods. They introduced MeDShare, A system based on blockchain that 

tackles challenges related to sharing medical data by employing smart contracts and access controls to 
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ensure secure monitoring and establish data provenance. Additionally, Roehrs et al. [19] identified 

challenges in creating a unified view of patients' health records across organizations and proposed 

OmniPHR, a distributed model, which addressed Personal Health Record (PHR) challenges through a 

unified view and secure access for healthcare providers, validated in a feasibility evaluation. Another 

proposal by Ren et al. [20] focused on enhancing data security in Wireless Body Area Networks (WBANs) 

using blockchain. They introduced a sequential aggregate signature scheme (DVSSA) to protect user 

privacy and reduce blockchain storage space. 

Table 1. State-of-art Blockchain based Applications for Healthcare Systems 

Authors Year 

Blockchain 

Technologies/ 

Methodologies 

Merits Demerits 

Zhang et al.  [21] 2016 Blockchain-based 

method for PSN 

nodes 

Forward secrecy of master key, 

confidentiality of secret keys 

It may bring heavy storage load to 

PSN nodes 

Dimitrov et al. [22] 2016 Ethereum, Proof 

of Concept, Public 

blockchain 

Using WBAN smart contracts 

runs exactly without third-party 

interference and automatically 

monitor the patient's health 

along with high authenticity 

Insufficient ingestion of data 

Zheng et al. [23] 2017 Separate 

blockchain 

A public ledger and all 

dedicated contacts are 

accumulated in a catalogue of 

blocks 

Difficulties using algorithm 

Srivastava et al. [24] 2018 Proof-of-work Ensure the security of data 

exchanges among connected 

edges 

Security vulnerability for health 

monitoring 

Rahman et al. [25] 2018 Private blockchain Calculating dyslexic symptoms 

data possible to shared safely 

with mobile multimedia medical 

practitioners 

Delay average test module 

uploading time 

Hang et al. [26] 2019 Hyperledger 

Fabric Platform 

Hardy against network failures 

like distribution Node down 

Denial-of-Service (DoS) attack is not 

considered and smart contracts take 

long time to execute 

Alqaralleh et al. [27] 2021 GO-FFO, ECC, 

NIS-BWT, and 

DBN 

Secure IoT, efficient image 

transmission, accurate disease 

diagnosis. 

Limited Resources & inadequate 

training data 

Bhattacharjya et al. [28] 2022 Separate 

blockchain 

Enhances security, 

decentralization, tamper-proof, 

versatile IoT application, 

incentivizing participation. 

Potential ECDSA backdoor risks, 

limited PoW incentives, reliance on 

experimental implementations. 

Sahar et al. [29] 2023 Private blockchain Ensures secure and trustworthy 

services, decentralized IoMT 

with optimal performance. 

Complexities with hardware 

accelerators integration. 

Similarly, Blockchain showed a digital ledger that affords end-to-end communication without non-

trusting members exclusive of each intermediary. Blockchain security technology is providing to protect 

data from any security attack during data transmission. In this research, authors examine various 

blockchain technologies and the operation of blockchain within the IoMT security architecture to guarantee 

the security of data transmission among interconnected pathways [22]. 

Implementing the platform for blockchain technology, Hang et al. [26] describes Hyperledger Fabric 

architecture, the explanation back different design arrangements, and its several pre-eminent 

implementations feature, the programming pattern of its distributed applications is implemented by Fabric, 

achieving throughput exceeding 3500 transactions per second in a broad configuration. 

However, Bhattacharjya et al. [28] underscored the significance of securing Internet of Medical Things 

(IoMT) systems, highlighted the increasing use of Blockchain for real-time communication and data 

integrity. They proposed a Blockchain-based technique, emphasizing the CIA triad (Confidentiality, 

Integrity, and Availability) for ensuring secure and trusted real-time communication in IoMT applications, 

with a specific focus on a cloud-based hospital scenario.  

Additionally, Badri et al. [29] highlighted vulnerabilities in existing cloud based IoMT architectures and 

introduces a private and scalable blockchain framework, ensuring security and trust in medical data 
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sharing. Their suggested framework has good performance with an average throughput of 857 TPS and 151 

TPS for read and write operations, along with minimal latency. It uses attribute-based encryption and an 

IoT-friendly consensus mechanism. 

Existing blockchain-based IoMT applications in the healthcare sector face significant limitations, 

particularly in scalability, which hinders the management of large volumes of real-time patient data. IoMT 

devices typically lack the necessary computational power and energy to support the resource-intensive 

consensus mechanisms of blockchain. Also, challenges related to data privacy compliance, regulatory 

adherence, and integration with legacy healthcare systems hold up widespread adoption and practical 

implementation. State-of-the-art models also struggle to integrate with existing stakeholder systems due to 

diverse legacy technologies and a lack of standardized data formats, alongside regulatory and privacy 

concerns that conflict with the transparency of blockchain. 

Nevertheless, the main driving factor for conducting this research is the adoption of Artificial 

Intelligence to manage IoMT data for blockchain consensus model, which is one of the most challenging 

and underexplored research areas. The complexity arises mainly from the high computational demands of 

AI algorithms, which often surpass the capabilities of many IoT devices, complicating effective 

implementation in practical scenarios. 

3. Proposed method 

The complete structure of the anticipated model is based on the integration of all healthcare 

stakeholders with the system, where each stakeholder will connect to the proposed architecture 

individually with their existing systems. In this regard, we have considered Doctors, Hospitals, Diagnostic 

Centers, Ambulances, Pharmacy, Patients and their relatives. 

Through this system, patient and doctor can communicate with each other as well as observe all 

previous treatment record by that or other consultants for those particular patients can be accessed. Also, 

the diagnosis report and other regular patient data like blood pressure, temperature, blood sugar, pulse 

rate, movement or calorie burn etc. data are integrated that will give the consultant a precise overview about 

the patient for treatment. 

Correspondingly, the other stakeholders like ambulance or hospital will be connected in same way, 

however there is another intelligent decision support system which will trigger the system based on patient 

risk status based on their continuous data. Again, through this secured system, patient can purchase 

medicines from pharmacy with prescription, which also leads to ethical usage of medicines. Moreover, for 

any emergency patient or accident case, hospital or emergency doctor can start treatment procedure with 

less diagnosis test and using the patient’s previous records. 

3.1. IoMT Architecture 

The proposed IoMT architecture has 3 (three) layers: Figure 1 displays the Storage, Business, and 

Application layers. The activities of each layer are connected through the Blockchain application exists in 

the Business Layer, which is described in the next sub-sections: 

3.1.1. Storage Layer 

The storage layer is consisting of three parts: data sensing and generating, data processing and data 

storing. This data sensing part is the core feature of IoMT, where the data come from the patient end through 

some wearable sensors and devices. Due to precise measurement of the wearable devices, now-a-days 

medical consultant can rely on these kinds of sensor data for diagnosis and treatment purpose [30]. 

However, in this proposed IoMT architecture, patient’s Blood Pressure (BP), Body Temperature, Pulse 

and Oxygen in Blood Sensor (SPO2) [2], Continuous Glucose Monitoring [31] data named Blood Sugar Level, 

Positioning Sensor (Accelerometer) etc. can sense the data and through Bluetooth, RFID or WiFi medium 

send to the Local Storage or Mobile Device. There, an existing system or Local storage will process those 

data to desired format and transmit to the Data Storing portion via Cloud network. 

In this Data storing portion of this Storage Layer, an integration of off-chain and blockchain based 

storage system is deployed which is connected through the cloud network. The sensitive patient data that 

is encrypted in the blockchain are observable to every node in the network [32]. Also, the off-chain storage 

used here, is actually acted like isolated database; while the Blockchain maintains meta information 
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prerequisite for authenticating the integrity of the data with a timestamp, which is shown in Figure 2. 

However, this data storing association ensures the immutability requirement of the storing system. 

In addition, expensive medical particulars like prescriptions; MRI images, CT scan, X-ray or other 

similar kinds of diagnosis report could be store in off-chain storage in any size or format. On the other hand, 

summary data in text format will be kept in Blockchain, which is instantly visible and ingestible to all the 

stakeholders of this framework in a trustworthy manner. 

Moreover, this storage procedure is fault-tolerant, therefore bottleneck or single point points of failure 

can be avoided. Also, handling the big medical sensor data in blocks is much expensive, which is resolved 

using this off-chain storage integration. However, in the Business layer, there exists secured digital 

signature-based authenticity mechanism to access the off-chain database access. 

Figure 1. The proposed IoMT Architecture with interaction of the Stakeholders 

Figure 2. Off-chain and Blockchain Data Storage Association 
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3.1.2. Business Layer 

The core of the architecture lays on this Business layer, which acts as an abstraction between Blockchain 

and Application layer. To illustrate, the main Blockchain protocols is overlaid in this layer that is reusable 

and the components are according to the applications specific. However, this layer also functions as the 

service layer, encompassing elements such as Smart Contracts, Role-based Authentication, Digital 

Signature, User Validation, Access Control, and more. 

Here, the blocks contain batches of legitimate transactions that have been hashed and programmed 

into a Merkle tree [23]. Each block contains two links the cryptographic hash of the prior block in the chain. 

Linked blocks are created of a particular chain. This iterative process guarantees the integrity of the 

preceding block in every aspect of the newly created block [33]. The block body consists of a transaction 

counter and the transactions. However, each block is composed of a block header and block body, as 

depicted in Figure 3. In particular, the blocks used in this layer will have some properties that are described 

in Table 2.  
Table 2. Block Properties of the Blockchain in Business Layer 

Indicators Description Size 

Magic Number Unique identifier for the blockchain network with a fixed value of 0xD9B4BEF9. 4 bytes 

Block Size  Maximum limit a block can be filled up with transactions 1 MB 

Header: Next 80 bytes 

Version of the Block Denotes the authentication rule for the respective block to be trailed 4 bytes 

Ancestor Block Hash A hashed value indicating the preceding block. 32 bytes 

Root of Merkle Tree Encrypt all the transaction to a hash value of the respective block 32 bytes 

Time Data The current time, measured in seconds since January 1, 1970, in Coordinated 

Universal Time (UTC). 

4 bytes 

Difficulty Target Threshold value for authorized block  4 bytes 

Nonce Starts with 0 and increases in each hash  4 bytes 

Body of the Block 

Transaction Counter Number of transactions that are part of the block 1-9 bytes 

Transaction List Holds the digital fingerprint of every transaction within that block. < 1 MB 

Again, the highest number of transactions relies on the block size and the size of each individual 

transaction. Asymmetric cryptography technique is used to verify the legitimacy of a transaction in 

Blockchain [23]. Digital signature used an untrustworthy environment based on asymmetric cryptography. 

Also, a new node, which wants to add transaction to the Blockchain, needs the consent of the networked 

nodes where the transaction should appear. This contract occurs when nodes are allowed to be connected 

a chain in the next block of a transaction. 

Figure 3. An Abstraction of the Block in Blockchain 
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3.1.3. Application Layer 

This layer is basically acts as an interface with all the stakeholders through existing systems using 

Application Program Interface (API) encrypted with salt value to access the data [34]. Therefore, unwanted 

application or unauthorized access can be prevented and a secured transmission channel will be established 

between the system and the stakeholder. Also, an AI based clinical decision support system is integrated in 

this layer, which basically works on the patient’s sensor data and takes decision accordingly like informing 

nearest hospital based on critical condition of the patient or informing patient’s relative etc. [30]. 

However, this layer is inconsistent with both rules based [35] as well as supervised and reinforcement 

machine-learning [36] approaches to provide impulsive decisions based on patient health condition and 

prescribe treatment correspondingly. To illustrate, using rule based DSS prognostic scoring, risk calculator, 

prescribing etc. applications are considered for implementation [30]. Similarly, diagnostic support, tailored 

radiotherapy, referral prioritization, multifactorial risk prediction etc. types of short and mid-term 

automation could be applied using supervised machine-learning approaches. Furthermore, considering the 

reward driven periodic retraining commonly known as reinforcement approach can produce autonomous 

ventilator, personalized drug protocol, AI insulin pumps etc. schemes that implies to a patient-centric 

system [37]. 

3.2. Assimilation of Blockchain in Business Layer 

The business layer of the IoMT architecture is integrated with blockchain technologies. Here, 

Authentic, secure, transparent, and unshakable transactions across a distribution platform are made 

possible by the decentralized data storage provided by blockchain [38]. Also, the sensitive data transmission 

challenges could be potentially solved using this technology. Here, using public-key cryptography, all other 

nodes in the network verify transactions; then store in a block that is connected to the previous blocks [23]. 

However, the nodes are referred to as miners in this verification process, and the process is called mining, 

where each node stores the transaction data to the block. 

Nevertheless, this consent technique in blockchain is essential for it to perform precisely, which 

guarantees peer-to-peer node synchronization before confirming block-level transactions. Also, the privacy, 

authenticity, and other security issues of IoT based applications can be potentially resolved through this 

blockchain technology [39]. Moreover, such integration facility of different types of application reveals 

higher degree of opportunities to implement decentralized system. However, the distributed and 

independent behaviour of the blockchain suited best to incorporate with IoT networks, which leads to 

ensure the security requirements [40], which is displayed on Table 3: 

Table 3. Security Requirements for Integrating Applications in Blockchain 

Requirement Description 

Autonomy Interaction of the IoT devices must be ensured with all other devices/nodes 

independently without central control 

Decentralization Avoiding single point of failure of centralized system to decentralized peer-to-peer 

architecture must be inveterate 

Identity Individual identification, authorization and authentication of each connected IoT device 

will be ensured 

Reliability Legitimacy and distributed nature must be guaranteed with substantial data reliability 

acquired from the IoT devices  

Scalability Ascendable enough to integrate decentralized applications must be accomplished 

considering fault tolerance 

Security Data communication, storing, validating should be processed using a secured channel 

and process 

3.2.1. Accessing Patient’s Longitudinal Healthcare Data 

The total data storage and access of this IoMT architecture is designed using blockchain, which 

provides a secret key that is matched with the supplier’s security key, through which patient can get access 

to their longitudinal healthcare records. 

However, no private medical data will be retained as a result of adherence to Blockchain or smart 

contract compliance. Here, it merely records the events that took place and use blockchain technology as a 

record. It has been found that, maintaining the interoperability of the healthcare data blockchain is a 

potentially convenient technology [41], which can be accomplished through: 
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• Storing patient agreement 

• Creating trusted and tenable health related data 

• Coupling patient historic data with other transactional data providing anonymity 

This proposed healthcare record is designed using Blockchain node technology that is integrated with 

the central record management system. Here the fundamental elements consist of a Backend Library, an 

Ethereum Client, a database interface called Database Gatekeeper, and the supporting interface for the 

Electronic Healthcare Record (EHR Manager). These components deployed on servers; thus, a consistent 

distributed system is combined that is displayed on Figure 4. 

This process starts with sending the record to EHR Manager that generally store and update the record 

to off-chain database as well as using the backend library point to the database interface for further query. 

Now, while establishing any patient-provider relationship like smart contract, the record is sent from 

Provide node to the Blockchain, where the blocks will store all these relationships. After linking with the 

smart contract and Blockchain the mining process will start, three another node named Miner will execute 

this mining and bounty from the blocks and gradually updates the smart contract. 

However, in the Patient node a notification will be sent about this smart contract, where an 

acknowledgement from the patient will be ensured, where patient can accept or reject the contract as well 

as validate. Subsequently, the update status is sent to the Blockchain as well as do some signed query with 

the provider node to store in the off-chain database therefore it can overcome the network dependency of 

the Blockchain and can give service simultaneously. Finally, in the patient node, this contract is updated to 

the off-chain database for quick access. 

3.2.2. Interoperability: Storing Enormous Patient Data 

It is already mentioned that only the sensitive data are stored in the blocks because of giving protection 

(especially data integrity) and confidentiality with existing health IT instances, assuring inevitably 

published identities, creating extreme monitoring streams, and improving healthcare security on behalf of 

suppliers and patients [41]. 

Despite of the technical competencies of blockchain architecture, there are numerous technical 

difficulties as well. However, considering the performance issue, the combination of off-chain and 

blockchain data storage requires a consortium of professional and healthcare consultants for high volume 

of transactions. Eventually, a practicable roadmap will be developed based on this blockchain structure for 

such healthcare system. 

Figure 4. Patient Healthcare Record and Mining Process with Smart Contract 
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In this architecture, only the encrypted claim is stored instead of storing confidential data. For example, 

A cryptographic one-way hash function is used while creating a smart contract or creating a connection that 

the patient provides. This is creating a hexadecimal number from the patient's name, date of birth, national 

identity number, and health plan identifier and storing it in the block. Similarly, the National Provider ID 

(NPI), name, TIN number, address, and healthcare provider (such as a hospital or diagnostic center) do the 

same and create a new hexadecimal number to be stored in the block. 

Ultimately, a claim is present in the block data that solely stores these hexadecimal digits in addition 

to the necessary block parameters; Figure 5 illustrates this claim visually. However, through this data 

reliability is ensured as well as cost of Blockchain is minimized, that is also secured in terms of cryptographic 

security concepts. 

3.2.3. Digital Ring Structure 

Building a secure transaction as well as anonymity of the stakeholders’ digital ring signature is applied, 

which is created by a member of a group in which each has its own keys, through which anonymity, 

unforgivably, and collusion resistance is guaranteed [42]. It is not possible to determine the signature of the 

person in the group. However, one of the groups is able to log in with this suggested framework. Though 

they are unable to grasp the login person's details, the system administrator can determine who created the 

signature on the system. 

In this proposed architecture, A combination of the ring structure and authentication is employed, 

ensuring the signer's ambiguity and verifiability, the recipient's identification and ambiguity, verification 

dependency, and convertibility, as well as semantic security [43]. Here, the identity of the sender depends 

on his/her willing to expose through which the recipient can verify the sender; however, this contract mixing 

ring structure is displayed on Figure 6. Also, the authorized signature is accessible, but no opponent can 

control whether the shared message is the genuine message approved by the real person or node. 

To illustrate this ring structure, there are several groups based on the types of external stakeholders of 

the architecture. In each type of group, the group member has their own public and secret/private key pairs 

denoted as (PKx1, SKx1), (PKx2, SKx2), …, (PKxn, SKxn), where x represents the group type. If any entity of the 

group desires to endorse a message (Mi), the own secret key (SKx1), therefore the validity of the signature 

could be determined but the signer identity will not be exposed. 

Conversely, during smart contract, this ring structure is used for signature verification [17]. Here, the 

sender generates a new key pair and then share the public key through Blockchain to the recipient, then 

both parties generate a shared random number. This happens for almost each type of groups who are 

conducting signature verification, where a list of public keys of the senders is mapped with their associate 

secret key (random numbers). After that the recipient sends a signature to the contract along with a tag, 

which is matched with the public keys that it has, and then conduct the transaction between them. 

Figure 5. Tokenization Example of Blockchain Cryptographic Security Concept 
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To accomplish this signature, firstly a large prime p is chosen by the sender, which is computationally 

hard for discrete logarithms GF(p). Then another two numbers q and t are chosen, which is the large prime 

divisor of (p – 1) and (q – 1) respectively. Here, the base point for GF(p) is noted as g whose order is q. 

Finally, these three number p, q and g are published; based on which the message (M) is signed using 

Algorithm 1, where S and R is denoted as signer and recipient respectively in the subscript of any notation. 

 Algorithm 1. Signature Generation 

Input:  Message: M, Shared Number: p, gs 

Public Keys: PKS and PKR 

Secret/Private Key: SKS 

Output: Signature: 𝜎 

1: Begin 

2: computes symmetric key 𝜆 ← 𝐻𝑎𝑠ℎ(𝑀, 𝑔, 𝑃𝐾𝑅) 

3: initialize uniform random value 𝛿𝑆 ← {0, 1}𝑅  

4: for each 𝚲𝒊
𝑮  ∈  𝚲𝑮 do 

5:  𝛿𝑖 ←  𝑟𝑎𝑛𝑑 (𝛼𝑖, 𝛽𝑖)  where 𝑖 ≠ 𝑆 

6:  𝑃𝐾𝑖  ≡ 𝑔𝑖(𝛿𝑖) 𝑚𝑜𝑑 𝑝 

7:  ζ ← ζ ∪ 𝑃𝐾𝑖 

8: end for 

9: Solve using PKs 𝐶𝜆,𝛿(𝜁) = 𝛿𝑆 

10: Solve (𝛼𝑆, 𝐵𝑆) = 𝑔𝑆
−1(𝑃𝐾𝑆) 

11: 𝜎 ←  {𝑀, Λ𝐺 , 𝛿𝑆 , {(𝛼1, 𝐵1), (𝛼2, 𝐵2), … , (𝛼𝑖 , 𝐵𝑖)}} 

12: End 

Now, if the recipient wants to verify the signature, then the shared numbers will be used through the 

recipient’s secret/private key using the following equation: 

 
𝛼𝑆 . 𝑆𝐾𝑅 =  𝑃𝐾𝑆  𝑚𝑜𝑑 𝑝 
𝑆𝐾𝑅 =  𝑔𝛽𝑆 . 𝑃𝐾𝑆  𝑚𝑜𝑑 𝑝 

If the secret key satisfies with the above-mentioned equations, then the authentication of the signer will 

be confirmed. 

Figure 6. Digital Ring Structure with Mixing Contract 
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3.3. Consensus Model for Decision Making 

In the proposed IoMT architecture a consensus model is anticipated using machine-learning 

algorithms using sensor data. Here, a dynamic sense reduction approach is proposed, based on the expert 

assessment method, and the urgency of the low consent of the group emergency decision-making [44]. The 

key indicator of this model is based on the opinion of the expert doctors of relative fields. Actually, these 

doctors will basically work on with the sensor data coming from the patients and classify the risk level 

and/or critical conditional analysis of the patient that is processed with Artificial Intelligence system to 

provide run-time decisions [30]. However, in the proposed model, there are three parts: 

Consistency/Consensus Control Unit, Dynamic Consensus Process unit and Consensus Evaluation Unit that 

is briefly displayed with their functionalities in Figure 7. 

First of all, the consensus control unit where the previous patient sensor data is stored as feature vector, 

which is processed to numeric values therefore the machine learning algorithms can easily process those. 

However, before processing a panel of expert doctors will give consent about the individual patient 

clinical/health condition with their prior knowledge. These data along with the knowledge is then simulated 

through the machine-learning algorithms, where a part of the data is used for train the system and rest part 

is used for testing and error calculation. After this the threshold value is set, which is eventually stored in 

an XML file with the rest of the parameters. 

Next, the major portion of the consensus model exists, which works on live patient data. This unit starts 

with collecting the patients’ wearable sensor data that is processed with some cleaning and classifying to fit 

for the machine-learning algorithm. Later, this data is transmitted to both Human Decision Evaluation 

Process as well as Machine Learning Algorithms. In the human generated process, an expert panel of the 

doctors will analysis those patient live data considering each patient prior condition and then take some 

clinical decision and/or prescription for that individual patient. 

Similarly, in machine learning part, the previously developed XML file will give input to tune the 

parameters of the live data. After processing the data, the proximity measurement is computed that is send 

Figure 7. Dynamic Consensus Structure for Decision Support System 
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to the next step to compare with the threshold value. If the proximity value is enough to take decision, then 

the system will automatically prescribe clinical suggestion for each individual patient. On the other hand, 

if the proximity value can’t satisfy the threshold, then no decision will be generated, which means lack of 

data is there for making decisions. 

Now, both the human generated and machine generated decisions are compared based on similarity 

index, where the similar data is sent to the final step that is the Patient specific Decision. However, the 

dissimilar data will be sent to another step for calculating distance measurement of the decisions, which is 

subsequently sent to the Consensus Evaluation unit. The consensus evaluation unit actually works to adjust 

the human generated decisions to the artificial intelligent system.  

Here, the dissimilar data is categorized based on the features that are the reason of mismatched. This 

sub-set and the other features are prioritized based on their importance and impact on making meaningful 

decision and then again train and test to adjust the parameters. Afterwards, the previous stored parameters 

and thresholds from control unit are compared with the evaluation and then again send to the control unit 

for train the system once again. Eventually, with the earlier process of the control unit, the parameter tuning 

and threshold setting is done with live data.  

The algorithm presented in Algorithm 2, integrates with sensor data from patients, expert knowledge, 

machine learning, and blockchain technology. The process begins with the extraction and normalization of 

patient sensor data, which is combined with expert doctor feedback. The data is tokenized and hashed for 

secure storage and processing. A smart contract is used to verify the validity of tokenized patient data, 

ensuring security. The neural network model then processes the data to generate proximity measures, 

which are compared against a predefined threshold. Based on this proximity, decisions are made, either 

autonomously by the system or with human input.  

The final consensus decision is securely stored on the blockchain, ensuring immutability and security, 

with off-chain storage used for managing tokenized data. This ensures that patient data is processed, 

authenticated, and stored in a decentralized and secure manner. 

Algorithm 2. Blockchain-Enabled Consensus for Patient Data 

Input:  𝑋𝑝 = {𝑥1, 𝑥2 … 𝑥𝑛} : Live patient sensor data (heart rate, temperature, etc.) 

𝐾𝑝 = {𝑘1, 𝑘2 … 𝑘𝑚}: Knowledge from expert doctors for patient p 

ℳ: Smart contract for mining and authentication 

𝒯𝑖 = Tokenized patient data for node 𝑖  

T = Threshold value from trained XML model 

𝒩𝒟 = Neural Network Model (trained) and  is the model parameters 

ℬ𝑐: Blockchain network with N nodes 

Output:  𝒟𝑝: Final consensus decision for patient p 

ℬ𝑐
𝑛𝑒𝑤: Secure blockchain record 

1: Begin 

2: 𝑋𝑝
′ = 𝑓(𝑋𝑝),            where f is a feature extraction function 

3: 𝐸𝑝 = ∑ 𝑤𝑖𝑘𝑖
𝑚
𝑖=1 ,      where wi is the weight of expert knowledge 

4: 𝑋𝑝
′ ←

𝑋𝑝 − min (𝑋𝑝)

max(𝑋𝑝) − min (𝑋𝑝)
  

5: 𝒯𝑖 ← ℋ(𝑋𝑝
′ ) ⨁ Token(𝑋𝑝),     where ℋ is the hash function, and represents token encryption 

6: ℳ(𝒯𝑖) → {
𝑀𝑖𝑛𝑒𝑟𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝒯𝑖  is valid

𝑟𝑒𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

7: for each Γ1
𝑃 ∈ Γ𝑃 

8:  𝑀𝑝 = 𝒩𝒟(𝑋𝑝
′ ) 

9:  𝑃𝑝 ← Proximity(𝑀𝑝, 𝑇) = |𝑀𝑝 − 𝑇| 

10:  
𝒟̂𝑝 = {

GenerateDecision(𝑀𝑝), 𝑃𝑝 ≤ 𝜑, where 𝜑 is the proximity threshold

𝐾𝑝, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

11: end for 

12: 𝒟𝑝 ← 𝐶𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠(𝒟̂1, 𝒟̂2, … , 𝒟̂𝑁 

13: Update Blockchain ℬ𝑐
𝑛𝑒𝑤 ← ℬ𝑐

𝑜𝑙𝑑  ⨁ 𝒟𝑝 

14: Offchain𝑖 = Store(𝒯𝑖) 

15: End 
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4. Result and Discussion 

The proposed blockchain model has been experimented with the open source Ethereum platform 

where the sensor data are integrated using Application Programming Interface (API). Again, a pivotal 

element in this IoMT architecture is the smart contract, crafted through Solidity in conjunction with web3.py 

and web3.js. This component essentially facilitates the interactions between the blockchain application and 

the smart contract. The binary management and Smart contract deployment support the Truffle framework 

environment. However, automatically testing the smart contract and patient health record management 

system this environment helps through rapid prototyping. 

Similarly, the interactive APIs are designed using Python where the end-to-end communication among 

heterogeneous nodes (miner and IoT devices) is implemented. However, the patient sensor data, smart 

contract and dynamic consensus process along with data mining are displayed on Figure 8. 

4.1. Simulation Setup and Synthetic Data Generation  

4.1.1. Simulation Environment 

For simulating the IoMT architecture, a controlled environment was set up using Python 3.8.4, which 

allowed the generation and processing of synthetic data mimicking real-world sensor readings. The 

simulation employed the blockchain framework Ethereum 2.3.2, adapted for healthcare data transactions. 

Machine learning models (e.g., neural networks) were used for decision-making and diagnosis, integrated 

seamlessly into the blockchain-based IoMT system. 

4.1.2. Synthetic Data Generation 

Data Type and Structure: The synthetic data was generated to simulate real-time sensor data, which 

included heart rate, blood pressure, temperature, and other patient vitals [45]. Each data point was 

timestamped to represent continuous monitoring over a period, mimicking the output of real IoT devices 

like wearable sensors. 

Data Acquisition Simulation: The data acquisition protocol mimicked real-world conditions by 

simulating different sampling rates (e.g., 1 sample per minute for heart rate, 10 samples per minute for 

accelerometers). The synthetic data was designed to reflect variability similar to human biological data, 

including normal ranges, anomalies, and noise to reflect realistic scenarios. 

Figure 8. The Logical Execution Flow of the IoMT Architecture 
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4.1.3. Blockchain Integration 

Data Processing for Blockchain: The synthetic data was processed in batches, where each block in the 

blockchain represented a batch of sensor readings over a given period (e.g., 10-minute intervals). Each data 

batch was verified, encrypted, and stored using blockchain technology to ensure security and immutability, 

simulating real-world secure data transmission. 

Consensus Algorithm: The custom consensus algorithm processed the sensor data in real-time, 

allowing efficient handling of transactions and ensuring that data was verified and securely added to the 

blockchain without delay. 

Since real sensors were not employed, synthetic data was designed to closely emulate the nature of 

IoMT data, the configuration of that is displayed on Table 4. This approach ensures that the consensus 

algorithm and blockchain performance can be evaluated under realistic conditions without deploying real 

hardware. However, while synthetic data provides flexibility in testing various scenarios, the behavior of 

real sensors in dynamic environments (e.g., patient movement, varying network conditions) may introduce 

additional challenges in real-world applications. Future work could focus on validating the system with 

real sensor hardware to verify scalability and robustness. 

Table 4. Configuration Table for Data Simulation  

Parameter Configuration 

Blockchain Framework Ethereum / Hyperledger Fabric 

Consensus Algorithm Custom Algorithm 

Synthetic Data Types Heart Rate, Temperature, BP 

Data Generation Rate 1 sample/minute 

Number of Sensors Simulated 10 

Simulation Time 24 hours 

Network Latency (simulated) 50ms 

Blockchain Node Count 10 nodes 

Transaction Size 256 KB 

4.2. Results and Statistical Comparison 

With the simulated environment our proposed blockchain-aided smart consensus model is compared 

with existing consensus algorithms (PoW, PoS, PoA) based on various key parameters such as access 

control, authentication, interoperability, mining, off-chain storage, scalability, smart contracts, etc. The 

statistical metrics for our model show improvements in several areas, which is displayed on Table 5. 

4.2.1. Results Analysis 

The proposed blockchain-aided smart consensus model demonstrates significant improvements across 

several key parameters when compared to existing consensus mechanisms like PoW, PoS, and PoA [46]. 

One of the most notable improvements is in authentication and access control, where the proposed model 

achieves 98% effectiveness in multi-factor authentication driven by AI. This surpasses PoW's traditional 

cryptographic keys, which offer 90% effectiveness, and even PoA's centralized identity validators, which 

offer 95% effectiveness. The decentralized, role-based access control further enhances security, with a 95% 

success rate in managing user permissions. 

In terms of scalability, the proposed model handles 150 transactions per second (TPS), a considerable 

improvement over PoW’s 10 TPS and PoS’s 100 TPS. This makes the system more suitable for real-time 

healthcare applications where large volumes of data from multiple IoT sensors need to be processed and 

verified quickly. Moreover, the incorporation of off-chain storage via IPFS boosts data management, 

achieving 90% effectiveness in storing and retrieving large medical datasets, compared to PoW’s limited 

capacity at only 30% effectiveness.  

Finally, the proposed model's energy efficiency is another clear advantage. With an energy 

consumption of just 50kWh per year, it drastically reduces the carbon footprint, especially when compared 

to PoW’s notoriously high energy demands (1200kWh per year). This low energy requirement, coupled 

with the AI-assisted lightweight mining, ensures a more sustainable model while maintaining high 

performance and security. 
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Table 5.  Comparison of the Proposed Blockchain-Enabled Consensus Model with PoW, PoS, and PoA 

Parameter PoW PoS PoA Proposed Model 

Access Control Permissionless (75%) Permissioned (85%) Centralized (90%) 
Decentralized Role-Based 

(95% effectiveness) 

Authentication 
Cryptographic Keys 

(90%) 

Staking Validators 

(92%) 

Identity Validators 

(95%) 

Multi-factor, AI-driven 

(98%) 

Interoperability Low (50%) Moderate (70%) Moderate (75%) High (90%) 

Mining 
High Energy 

(1000kWh) 

Low Energy 

(100kWh) 
Low Energy (70kWh) 

Lightweight, AI-assisted 

(Low Energy: 50kWh) 

Off-chain Storage Limited (30%) Moderate (70%) Moderate (65%) 
Enabled with IPFS (90% 

effectiveness) 

Scalability (TPS) 10 TPS 100 TPS 120 TPS 150 TPS (Tested) 

Smart Contracts Basic (70%) Basic (75%) Moderate (80%) 
Advanced, automated with 

AI (95%) 

Transaction Latency 10 minutes 1 minute 10 seconds 200 ms 

Energy Consumption High (1200kWh/year) 
Medium 

(150kWh/year) 
Low (80kWh/year) Low (50kWh/year) 

The integration of advanced smart contracts that are AI-automated (95% effectiveness) further 

improves decision-making processes in healthcare, ensuring that the system is both efficient and reliable in 

providing secure, real-time patient monitoring. 

4.3. Evaluation of Security Threats 

Evaluating security requirements, a model need to address: Confidentiality, Integrity and Availability. 

Here, also these three issues have been considered to ensure basic security where the Confidentiality is 

addressed through giving access to the authorized user as well as with Digital Ring Signature. Similarly, 

Integrity is ensured through the Tokenization concept of blockchain and Availability is established by 

storing the data in blockchain cloud storage through which users can easily access the data.  

Again, we have analysed the proposed model security margin among different threats, where the 

adversary might attack in the system or part of the cloud storage or any node. These adversaries have the 

capability to manipulate events, eavesdrop on conversations, initiate erroneous actions, or manipulate data 

stored in the system. Our model aims to protect the chain from the adversary. That's why we have focused 

on the entity's nodes. Likewise, an honest node is certified when that registered node passes the proof of 

authority by the network. In that case if the network identifies any mischievous activities, then identified 

node is blocked from the network. However, according to the security constraints of Blockchain application 

in section 3.2, we have evaluated our proposed IoMT Architecture, which is displayed on Table 6. 

Next, we have assessed the security vulnerabilities of this healthcare system using the STRIDE 

(Spoofing, Tampering, Repudiation, Denial of service, and Elevation of privilege) classification method [47]. 

Utilizing this framework, we have examined diverse security threats and incorporated marginal security 

measures accordingly. 

4.3.1. Avoidance of DoS Attack 

A Denial of Service (DoS) attack occurs when unauthorized users gain access to the network and 

overwhelm the nodes with excessive activities, often referred to as Eclipse attack and Sybil attack [48]. To 

illustrate, the adversary keeps the other nodes busy and increase traffic in the network. However, to prevent 

such incidents, our suggested model prevents the inclusion of random users into the network, which is 

addressed by binding the NID and mobile number with verification of each type of users. Regardless, False 

transactions in the network are mitigated through the implementation of Digital Ring Signature. 

4.3.2. Altering Node in Dropping Attack 

The antagonist would manipulate the cluster heads during an attack. When under the attacker's 

influence, the cluster heads become incapacitated within the network. They lose the ability to connect to 

other nodes or clusters and may discard the received blocks. Ultimately, the node designates an alternative 

node as a cluster head within that chain. 
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4.3.3. Minimize Storage Attack 

Our IoMT architecture permits cloud storage in addition to off-chain storage, opening the door to 

storage attacks in which a malicious party could remove, alter, or add data to the cloud. In contrast, in our 

projected architecture, we have used hashing and tokenization of the data block to amass data in cloud 

storage; therefore, alterations of the data can be identified undoubtedly. Again, public key cryptosystem is 

mandatory in our model to store or manage data by the users; therefore, any modification made by other 

nodes will be blocked by the network.  

Table 6. Security Requirement Evaluation 

Requirement Traditional System Proposed Model Solution Section Reference 

Autonomy Encoded peer-to-peer data communication to a 

stand-alone database  

Off-chain and Blockchain Storage 3.1.1 

Decentralization Cloud Storage or Centralized Database System Data Blocks to store Record and 

Smart Contract 

3.2.1 

Identity Patients’ identity is not secured and/or verified 

along with lack of association with remote 

transaction records 

Public and Private Key 3.2.2 and 3.2.3 

Reliability Alternation to the health records is not addressed 

and revealing mechanism is not assured  

IoMT Architecture and 

Tokenization during Smart Contract 

3.1 and 3.2.2 

Scalability Existing system integration is challenging due to 

fault tolerance and easy plug-in issues 

Data Blocks Add/Remove 3.1.2 and 3.1.3 

Security Encryption techniques during data transmission 

may fleece data, but still distinguishable to 

adversary 

Public Key Cryptography and 

Digital Signature 

3.2 

4.3.4. Traceability over Mining Attack 

Attackers can sometimes take control of other nodes by hacking a few cluster heads in consensus 

mechanisms and data mining. This is known as a Selfish-Mining attack, Timejack assault, Finney attack, 

Race attack, etc. [48]. To put it briefly, in a blockchain application, this kind of fraudulent mining is easily 

conceivable, but it could also be easily identified and tracked. Therefore, in the proposed model, Digital 

Ring Signature is implemented without that any contract mixing will not happen. Also, A false node alters 

the ring structure and is immediately eliminated from the network.  

4.4. Discussion 

The state-of-art blockchain based healthcare systems generally focus on less application and/or 

integration part; meanwhile the proposed IoMT architecture has come up with easy integration of the IoT 

devices/sensors and other stakeholder/users through Ethereum based permissioned blockchain technology. 

Again, the artificial intelligent centric Consensus model has been proposed that make the system more 

dynamic and useful. However, the security requirements were maintained significantly in such way, 

therefore any alternation or device malfunction could be easily identified through the network. Also, new 

concept of Interoperability, and mining is addressed with off-chain and blockchain blended storage. A 

comparative analysis of the system feature with state-of-art healthcare systems is exhibited on Table 7. 

Moreover, the proposed IoMT architecture is designed in such scalable way; therefore, any kind of 

sensor or IoT device can be integrated easily through API (using slat), where the cost is optimized through 

the off-chain and blockchain data storage system. Here, only connected data are stored in blockchain, and 

sensitive and/or less frequent data are accumulated in the off-chain storage, which minimize the operation 

of data size and escalations the number of operations that can be adapted inside the block. Thus, the 

complete system become significantly scalable as well as abated the throughput. 

On the other hand, smart contract-deployed system with role-based access, where tokenization 

maintains block integrity. Eventually, the tamperproof nature is guaranteed through the digital ring 

signature where it is more challenging for an adversary to alter the transaction records on the nodes. Since 

the enumerated users ensure data confidentiality through access to the off-chain and blockchain storage. 

Finally, the novelty of the proposed IoMT architecture lays on designing the decentralized distributed 

and trustworthy ecosystem where traditional IoT based healthcare system focus on transfer, storage and/or 

privacy issues. Nevertheless, the proposed model eases the computational process by blending the off- 

chain storage with cloud when this authentic node is coupled to the Ethereum central network. 
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Table 7. Comparative Analysis of the Proposed Model with state-of-art Blockchain based Healthcare Systems 
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Patient EHR [5] Hyperledger Fabric    X  X X   

MeDShare [18] Multiplatform   X X X  X X  

OmniPHR [19] Multiplatform X X  X X X   X 

WBAN_PHM [20] Multiplatform    X X X X X X 

PSN [21] Ethereum    X  X X X X 

Sensing Data Integrity [26] Hyperledger Fabric   X X  X X X  

Diagnosis Image Transmission [27] Multiplatform X X X X   X X  

Proof of Authentication [46] Ethereum      X X  X 

Gem Network [49] Hyperledger   X X X X X X X 

MedRec [50] Ethereum    X X  X X  

PCA [51] Ethereum   X  X X X X X 

Proof of Concept [52] Ethereum    X X X    

Proposed Method Ethereum          

5. Conclusion and Future Work 

Now-a-days healthcare systems are keeping pace with technological advancement, where wearable 

devices or sensors are getting popular, which motivates researchers to design IoT based healthcare system. 

On the other hand, addressing security, privacy, scalability, integrity etc. issues are also vital, which could 

be minimized using blockchain technology. Most importantly, amalgamation of this IoT concept with 

blockchain technologies Artificial Intelligence is very much essential for dynamic decision-making. 

However, considering these mixing challenges, Internet of Medical Things (IoMT) architecture has 

been proposed along with a dynamic consensus model. Here, the IoT concept is used for collecting and 

processing sensor data from patient, Blockchain technology is utilized as an intermediary platform to do 

data management tasks utilizing off-chain and cloud-based storage. Also, the intelligent decision system 

based on the sensor data has been anticipated as a dynamic consensus model. 

Besides, combining these widespread technologies all together in one model the security criteria 

fulfilment was most challenging. However, the proposed model has come-up with the accomplishment of 

such security issues with comparatively better solution from state-of-art healthcare system. Here, patient 

record, mining; node interoperability, tokenization; digital ring structure has been used to strengthen the 

IoMT architecture. Also, the consensus model is designed with self-learning intelligent process, which 

enables patient-centric easy prescription system. Eventually, the suggested model's feature enrichment and 

scalability have been demonstrated through an experimentation-based comparative study with cutting-

edge healthcare systems. 

Furthermore, it is clear that such IoMT architecture not only creates new research wings for integrating 

challenges but also very much needful for remote patient monitoring and/or prescription especially in 

pandemic situation like covid-19. Again, this model could be commercialized due to easy incorporation 

with the healthcare related stakeholder using their existing system with minimal adoption. Therefore, this 

research undoubtedly creates new opportunities for both academic and commercials. 

Despite of the academic and commercial importance the consensus model could be scale up with better 

machine-learning techniques as well as it’s computational complexity. Also, the sensor performance for 

data extraction is not considered in this research, which could be later improvised as hardware challenge. 
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